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Abstract

Over the last decade using the Internet for online shopping, information browsing and
searching as well as for online communication has become part of everyday life. Although the
Internet technology has a lot of benefits for users, one of the most important disadvantages is
related to the increasing capacity for users’ online activity surveillance. However, the users
are increasingly becoming aware of online surveillance methods, which results in their
increased concern for privacy protection. Numerous factors influence the way in which
individuals perceive the level of privacy protection when they are online. This article provides
a review of factors that influence the privacy perception of Internet users. Previous online
privacy research related to e-business was predominantly focused on the dimension of
information privacy and concerned with the way users’ personal information is collected,
saved and used by an online company. This article’s main aim is to provide an overview of
numerous Internet users’ privacy perception elements across various privacy dimensions as
well as their potential categorization. In addition, considering that e-banking and online
shopping are one of the most widely used e-services, an examination of online privacy
perception of e-banking/online shopping users was performed.
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1. Introduction

In the online environment, a major problem for users who have become an object of
surveillance is the possibility of their identification. Furthermore, for ordinary Internet users it
is difficult to identify the companies which are monitoring their online activity and to
determine the way in which user surveillance is carried out. While they visit a web site in
order to browse for information, make a purchase, or communicate with others, it is difficult
for users not to leave trace of their online activities.

In many cases the web sites request the users to disclose their personal information. After
collecting this information, web sites may offer their users benefits or personalized
environments, ranging from discounts and data access for registered users to a welcome
message with the user’s name that pops up when the user visits the web site. Internet users are
therefore often faced with the cost-benefit dilemma of choosing between the commodities
granted for disclosing the requested personal information and possible negative consequences
of personal information disclosure. Among the issues related to negative consequences of
personal information disclosure in the online environment, the online privacy issue is by all
means one of primary importance.

New Internet-based technologies are not only increasing the capacity for collection,
processing and usage of users’ personal information but are also changing the dynamics
surrounding the collected information and privacy protection. Easier identification of
individuals is another relevant issue that has arisen [42]. Users’ Internet actions like visiting
web sites, purchase and disclosure of personal information can all be categorised as privacy-
related customer behaviour [20]. In addition, a lot of Internet users are confused and do not
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know what their online privacy protection rights are. Moreover, they are not acquainted with
possible ways of online privacy protection [39].

Privacy has long been seen as a multidimensional concept where some of the most
referred privacy dimensions were [4]: (1) information privacy; (2) physical privacy; (3) social
privacy; and (4) psychological privacy. In the Internet environment the problem of
information privacy is perhaps the one to have been highlighted most. Users’ concern for their
online privacy is based on the fact that they want to be able to control the collection, storage
and usage of information about their online activity. Major attention is given both by the users
and by the media to various types of personal information misuse, ranging from spam and
online marketing activities to more dangerous ones, like identity or credit card theft.

Privacy appears to be one of the main factors that influence users’ behavior on the
electronic market [6]. The concern for appropriate collection and usage of users’ personal
information has been increased due to the development of e-commerce [32]. In order to fully
use the potential of e-commerce it is important to accurately understand Internet users’
concerns for their information privacy [23].

An overview of recent literature revealed that most of the authors focus on information
privacy issues, i.e. on personal information that online users consciously or unknowingly
disclose to a web company. As this particular area of research is quite specific, other privacy
dimensions should not be ignored. Physical privacy refers to individual’s right not to be
supervised (in his private space). Social privacy applies to individual’s right to avoid
unwanted communication and to have the right to intimacy and security. Psychological
privacy refers to individual’s right to be able to express his opinion, feelings and beliefs
without any pressure and interference. His overall concept of online privacy can be influenced
by his perception of the degree of (1) supervision, (2) intimacy, (3) security and (4) freedom
to express his opinion in online environment without negative consequences. In addition, it
was noted that only a limited number of researchers investigated various factors of users’
online privacy perception. This article will therefore be aimed at multiple and diverse aspects
of Internet users’ privacy perceptions and not only at those related to the information privacy
dimension.

There are several important and justifiable reasons to investigate and understand the
various aspects of Internet users’ privacy perception: (1) number of Internet users is
increasing every day and Internet is becoming the most popular communication media, (2)
understanding of Internet users’ privacy perception will help online organizations to
customise their web sites to be more privacy-friendly, (3) based on this understanding the
development of new e-services could be improved, and finally (4) it will help to decrease
Internet users’ resistance to disclosing personal information and consequently will encourage
the usage of various e-services.

The article is organized as follows. In section 2 privacy issues regarding privacy in
online environment are introduced. In section 3 the categorization of diverse factors that
influence users’ online privacy perception is proposed. Section 4 presents a research model of
users’ online privacy perception. According to statistical data e-banking and online shopping
are the most widely used e-services. Therefore, online privacy perception of users who shop
online or who performed bank transactions is examined. Conclusion is given in section 5.

2. Privacy in Online Environment

Online privacy researches can be divided into two broad domains. The first domain is related
to users (e.g. the measurement of their online privacy concerns, investigation of situations and
factors that influence users’ personal information disclosure to the web site, etc.). The second
domain encompasses factors that are related to users’ environment, including ethical, legal,
regulatory, and public policy factors [41]. It must be noted that privacy protection was
initially related to one’s understanding of privacy as well as to technology improvement and
development [34].
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In e-commerce customer privacy is viewed as a multidimensional concept encompassing
a number of specific issues [10]. Privacy concern of an individual is more an attitudinal than a
behavioural factor [5], but the perception of privacy can influence customer online behaviour
[7].

When analyzing privacy on the Internet, different types of customers’ Internet activities
need to be considered. The respective relations between privacy concerns and customers’
commercial, informative and communicative online activities can not be treated in the same
way [38].

Moreover, when discussing privacy on the Internet in general, it is important to consider
whether the increased capacity of customer personal information collection, processing and
usage is perceived as a problem by the customer and, if so, to what degree. Chellappa [8]
defines perceived privacy as ‘the subjective probability with which customers believe that
collection and subsequent access, use and disclosure of their private and personal information
is consistent with their expectations’. However, this author emphasizes that, when
transactions occur in the online environment, it is not only customers’ personal information
that is collected, but also the information about their preferences regarding information
browsing and online shopping.

The perceived privacy level when using the Internet influences the online behavior of
individuals. As far as they believe that their privacy is secured during their interaction with a
particular web site, users will not hesitate to proceed with the desired transaction or return to
this web site in the future. On the other hand, some researchers report that even when Internet
users indicate a high level of online privacy awareness, like when they are required to disclose
personal information to accomplish a desired transaction, most of them will not hesitate to
potentially undermine their own privacy by fulfilling such a request (see: [35], [42]).

Methods for identifying and quantifying personal privacy concerns are important as they
enable the online customer behavior to be analyzed [8] and privacy in the online environment
to be more precisely defined, so that users’ privacy concerns can be studied in more detail
[31]. Accordingly, there is a need for a systematization of factors that influence Internet users’
privacy perception so that they can be more effectively measured, compared and investigated
regarding their interdependence. The results of research based on this kind of systematization
of online privacy perception factors can be useful for web companies that offer various
services on their web sites. Drawing on these results, web companies could improve, modify
or even abandon certain services. On the other hand, policy makers will benefit by acquiring
some understanding of the factors that shape and influence consumer online behavior.

3. Online Privacy Constructs

In this chapter the factors that influence customers’ online privacy perception will be
discussed. Based on former research of privacy in the online and offline environment, privacy
measurement and connection between privacy concerns and customer behavior, a number of
factors were identified that have influence on customer’s privacy concerns. The research
described in this article will predominantly focus on e-commerce privacy issues. In order to
include factors from all aspects of privacy a factor categorization is proposed. It is based on
the following groups which organize the various factors that influence the Internet users’
privacy concerns [6]:

1. customer-intrinsic factors;

2. customer perceptions, beliefs and attitudes toward direct marketing and/or in-home

shopping, trust, mechanisms for information control, and processes of data collection;

3. web site related factors;

4. situational factors.

According to some authors, besides the four groups of factors proposed above, one or
more other groups (of factors) can be conceptualized that are related to legislation and
government protection (see: [10], [22], [29]).
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Figure 1. Online privacy factors that influence overall privacy perception of Internet users

In consistence with the former categorizations, for the purpose of this article, the factors
that influence the overall perception of Internet users’ privacy will be categorized in five
groups (presented in Figure 1). The factors that influence the Internet users’ privacy concerns
will be described in detail in the following sub-chapters.

3.1. Customer-Intrinsic Factors

This group of online privacy factors consists of factors that are specific for individual Internet
users. Every Internet user perceives the content and services of a particular web site
differently. Therefore, when reviewing factors that influence the Internet users’ privacy
perception it is important to consider characteristics of users themselves. Besides
demographic characteristics like gender and age, this group also encompasses the following
factors: education (see: [10], [23], [33]), Internet experience (see: [21], [23], [28]), privacy
segmentation (see: [10]); privacy victim (see: [10], [23]).

Along with the Internet users’ demographic characteristics, their Internet experience and
education are also important for their privacy perception. There is an assumption that the level
of online privacy concerns will be decreased if the user has longer Internet experience [28],
and also that it may be increased if a user has a lower level of education (hypothetical
research question, see: [30]).

The factor privacy victim refers to Internet users’ having been faced with privacy invasion
while using the Internet. Privacy invasion implies that the user has been exposed to ‘search
and seizure, unsolicited e-mail (spam), defamation, creation of databases consisting of
personal information and secondary usage of that information’ [7] by a third party. It should
be emphasized that in this respect privacy invasion refers to situations in which users’
personal information is collected and used without their knowledge or approval. Individuals
who have been victims of privacy invasion during their usage of the Internet are usually more
concerned about their privacy and also will more likely actively protect their personal
information [10].

The privacy segmentation index is a tool which divides users into three groups depending
on privacy sensitivity: (1) privacy fundamentalists, (2) privacy pragmatists and (3) users not
concerned about their privacy [10].
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3.2. Customer and Web Site Relationship

The relationship between the customer and a commercial web site is predominantly associated
with Internet users’ general attitude toward the processes and ways of collecting personal
information by the web site. These factors are related to the customers’ perception of
information privacy.

The factors observed in this group are labeled differently by various authors:

= access (see: [21], [32]) — refers to customers’ right to access to personal information a
company collected about them during their interaction via the company’s web site;

= improper access (see: [23]) — companies that collect information about their
customers have the obligation to protect the information collected from their
customers from improper access (both inside and outside the company);

= awareness of privacy practice (see: [23]) — refers to customers’ awareness and
understanding of the practice that the company they interact with through the web site
uses regarding the collection, storage and usage of their personal information;

= choice (see: [11], [21], [32]) — if a company wishes to use the information collected
about its customer for other purposes (not approved by the customer) or share this
information with a third party, customers’ approval should be requested;

= control (see: [6], [23]) — by disclosing their personal information to the company,
customers are exposed to the risk of losing control over their personal information;

= collection (see: [23], [33]) — refers to customers’ awareness that during their online
activity information about them is collected with or without their permission;

= information usage (see: [10], [33]) — during their online activity customers are not
only concerned about the collection of their private information, but also about the
ways in which that information will be used;

= errors (see: [23]) — refers to customers’ concerns about errors in the company’s
database including the information the company has collected about their customers;

= notice (see: [21], [32]) — companies that collect information about their customers
have the obligation to inform customers about the type of information collected, the
way in which the collected information will be used and whether the collected
information will be shared with a third party;

= privacy attitude (see: [5]) — refers to customers’ general attitude regarding privacy
when they are interacting online;

= security (see: [21], [32]) — companies that collect information about their customers
have the obligation to ensure security during the transmission of customers’
information as well as to provide security of the collected information stored in their
databases;

= unauthorized secondary usage (see: [23]) — companies that collect information about
their customers must protect the collected information from unauthorized usage;

= the what dimension (see: [13]) — refers to personal information that companies
request from online customers in order to proceed with the transaction;

= the when dimension (see: [13]) — refers to a particular moment when the online
customer exchanges the requested information with a web site and the period in
which the collected information will be used;

= the where dimension (see: [13]) — refers to the web site form where online customers
disclose their personal information;

= the who dimension (see: [13]) — refers to the company that owns a particular web site
and collects customers’ personal information;

= the why dimension (see: [13]) — refers to the purpose of customers’ personal
information collection;

= the how dimension (see: [13]) — refers to ways in which customers’ personal
information collected by a particular company will be used.

The observed factors will be discussed in more detail in the following paragraphs.
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The factor access defines that customers have the right to access the information collected
about them, as well as the right to change and delete it (see: [32], [21]).

Improper access refers to the protection from unauthorized access to customer
information collected by companies during their transactions [23]. Companies should protect
customer information from unauthorized access (referring to people both inside and outside a
company) within the process of transaction and storage of information [32].

Awareness of privacy practices refers to the level of customers’ concern about
organizational practice regarding information privacy (information collection, storage and
usage). It is related to the users’ understanding of organizational conditions of actual practice
regarding collected data [23].

The factor choice specifies that customers have (1) the right to choose if the information
related to them collected for a specific purpose can be used for other purposes and (2) the
right to choose whether the collected information related to them will be shared with a third
party. According to this factor, companies should ask for customers’ approval to use the
collected information related to them for other purposes and share the collected information
with a third party [32]. To fulfil the conditions stated under the variable choice, companies
offer opt-in and opt-out mechanisms [11]. Opt-in requires that companies get approval from
their customers regarding the usage and dissemination of the information collected about
them. Opt-out requires that the customers take action to protect their personal information.

Control is a very significant factor in the information privacy context because users are
exposed to the risk of losing control over their personal information when submitting personal
data. Therefore this factor can be defined as the freedom to express one’s own opinion
regarding the approval of personal information collecting, namely, to choose whether to
approve the collection or to exit [23]. Castafieda and Montoro [6] use two online privacy
dimensions: (1) control over the process of collecting and (2) control over using personal
information on the Internet. They define the control over information collecting as the Internet
users’ perception of the control they have over automatic information collection or
transmission over the Internet. This factor covers the users’ knowledge of the mechanisms for
data gathering as well as their right to be informed about different practices and ways of web
sites’ data collection processes. The control over the use of information refers to ‘the level of
restrictions imposed by the customer on the use a web site makes of the information collected
on him’. According to Milne and Rohm [26], in order to be able to control their personal
information, users need to be aware of the information collection processes as well as of the
mechanisms that allow information collection restriction (opt-in and opt-out). Owing to their
similarity, the variables choice and control can be merged into one construct.

Collection represents the degree of customers’ concern about the amount of specific
individual information on them owned by the other side in relation to the value or benefit
obtained in return [23].

If users’ personal information is used only for transaction purpose, users will not be
concerned about their privacy [33]. Individual willingness to disclose private information to a
web site depends not only on the type of the information collected but also on the ways
information is collected, used and stored [16].

The factor errors is related to the errors in the data that companies have collected about
their customer, like mistype, inaccurate or outdated personal information [23].

According to the factor nofice, users have the right (1) to know if a specific web site is
collecting information about them and (2) to be informed about the way in which that
information will be used. Companies should notify their users about what specific information
will be collected, how the site can use them for internal purposes and/or share it with a third
party [32]. Owing to their similarity, the variables notice and awareness of privacy practice
can be merged.

Buchanan et al. [6] developed an instrument for measuring the customer privacy related
attitude and behaviors. The instrument consists of two dimensions: (1) privacy behavior and
(2) privacy attitude. The dimension privacy behavior describes the customers’ ways of
privacy protection and the dimension privacy attitude reflects the customers’ general attitude
regarding privacy when they are online.
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Security defines that online companies should take some steps to provide security during
the transmission process as well as to provide security of the received information stored in
their databases [32].

Unauthorized secondary usage refers to the unauthorized usage of personal information
that online companies have collected about their customers [23].

Harkiolakis [13] presents a six-dimensional approach to online privacy: what, when,
where, who, why and how. The ‘what’ dimension refers to personal information that is
requested in an interaction. The ‘when’ dimension covers the time when the information is
collected and the period during which the collected information will be used. The ‘where’
dimension is related to the web site form. The ‘who’ dimension is concerned with the
company collecting customers’ personal information. The ‘why’ dimension refers to the
reasons for customer information collection. Finally, the ‘how’ dimension corresponds to
ways in which the information collected about the customer will be used.

3.3. Web Site Related Factors

This group covers the factors that are typical for a web site. The Internet users’ privacy
perception depends on the web site that provides e-service. Therefore customer’s interaction
with the online company before, during and after the purchase needs to be considered. The
factors reviewed in this group are: familiarity with the online distributors’ brand (see: [6],
[33]), perceived benevolence (see: [43]), perceived credibility (see: [40]), perceived integrity
(see: [43]), perceived risk (see: [9], [15]), services e-tailer’s reputation (see: [11], [37]), web
service quality (see: [2], [18],[27].

Castafieda and Montoro [6] use the variable familiarity with the web site sponsor’s brand
as a determinant that influences customer’s personal information disclosure and can also
decrease customers’ online privacy concerns. A lot of customers do not trust web sites that
collect personal information about them, but differentiate between web sites that they are
accustomed to and those unknown to them [33].

Perceived benevolence is the perception of how caring the web sites owner is and also
how motivated to perform in the customer’s best interest. Perceived integrity refers to the
customer’s perception of the degree of the web site’s owner’s honesty and consistency in
fulfilling his obligations [43]. The web site reputation does not only have a major impact on
customer’s perception of trust but also reduces customers’ privacy concerns [11].

The factor perceived risk includes two dimensions: (1) perceived Internet privacy risk and
(2) Internet privacy concerns [9]. The perceived Internet privacy risk is the perceived overall
risk of a company’s behavior concerning the disclosure of the collected personal information
on customers, including the selling or sharing that information with parties not directly
involved in the transaction (like a third party, financial or government agencies). The
dimension Internet privacy concerns refers to the perceived risk of opportunistic behavior of a
particular company concerning the disclosure of a specific customer’s personal information.
Jih et al. [15] propose that the perceived risk factor implies the following: time risk,
functional risk, financial risk, social risk and physical risk.

In their research of e-banking portals service quality Bauer et al. [2] take into
consideration three service dimensions: core service, additional service and problem solving
service. According to Khan and Mahapatra [18], service quality can be observed from two
perspectives: the customer’s perspective and the service provider’s perspective. The customer
distinguishes between two kinds of service quality: sought quality (service quality expected
from the provider) and perceived quality (customers’ overall impression of the service
received from the provider). The service provider also differentiates between two kinds of
service quality: target quality (the planned degree of service quality) and delivered quality
(the realistic degree of the quality of the delivered service). The improvement of e-service
quality is an important factor contributing to competitiveness on the online market [24].
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3.4. Situational Factors

This group encompasses factors connected to a specific situation. An individual can react
differently in the same online transaction scenario but under different situational conditions.
While considering customers’ online privacy perception, situational factors can not be
neglected. Factors observed in this group are: compensation for information provision (see:
[33]), information congruency (see: [22]), information sensitivity (see: [6], [22], [33]),
information type (see: [3], [6], [21]).

Information congruency is the relevance of the collected information for the transaction
context, wherein the impact of information congruency on privacy concerns depends on the
sensitivity of the requested information (see: [41], [22]).

Information sensitivity refers to the degree of customer privacy concern regarding specific
data in a specific situation, and can also be seen as the perceived level of information
intimacy [22]. According to Castafieda and Montoro [6], information sensitivity ‘enables
privacy concerns to be compensated by requesting information that is relatively insensitive to
being exchanged’. What the customer will perceive as sensitive will depend on the person and
the situation. Therefore, it is necessary to define a clear boundary between the group of
information that is personal for the customer and the one not personal for the customer [33].
The information about customers collected during their Internet transactions can be divided
into three types: (1) anonymous information, (2) personally non-identifying information and
(3) personally identifying information [8]. Anonymous information is the information about
the customer’s visit to a specific web site during which data, e.g. the customer’s IP address,
browser version and type, language and alike, are recorded. Personally non-identifying
information is the information on the basis of which a customer can not be identified as an
individual, such as the customer’s age, gender, time of birth, occupation, education, interests
and hobbies. Personally identifying information is the information on the basis of which a
customer can be identified. This information includes the customer’s first and last name, e-
mail address, postal address, telephone number, credit card number and likewise. Berendt and
Teltzrow [3] define three types of personal information that can be collected about an online
customer: (1) user data; (2) usage data and (3) environment data—computer data. According to
Sheehan and Hoy [33] ‘compensation indicates an exchange of benefits from the situation’.

3.5. Legislation and Government Protection

This group of factors encompasses variables that are related to the legislation and government
protection of customer privacy when using the Internet. Legislation protection concerning
online privacy can be divided into two types: (1) protection used in USA and (2) protection
used in Europe (see: [36], [1]). The observed factors are: legislation and government
protection (see: [10], [29]), privacy policy (see: [10], [22], [33], [41]) and regulating privacy
(see: [6], [22], [4151]).

From the customers’ point of view these factors are very important because a web site
does not only ask them to provide information but this information can also be manipulated
by the web site. Policy (privacy policy/company policy) is the description of practices that a
web site uses to handle customer information (collection, usage) [22]. Castafieda and Montoro
[6] recommend that in regulating privacy laws promoting the opt-out option as part of web
sites’ control policy should be included. Regulation refers to self-imposed industry regulation
and government-imposed regulation [41]. The customer has the right to be assured that online
companies comply with privacy principles through external regulation or certification
programs [32]. Berendt and Teltzrow [3] use the term communication design to describe the
significance of the design and presentation of reasoning that is used to illustrate personal
benefits to customers and privacy policies that a web site offers.
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3.6. Online Privacy Consequences

To a considerable degree, Internet users’ online protecting behavior is a consequence of their
privacy perception. Online protecting behavior can be manifested in different forms, from
refusing to do business with online firms, checking for cookies, to the removal of information
from web sites [25]. The factors observed in this group are: Internet trust (see: [8], [9], [11],
[21]), perceived ease of use (see: [19]), perceived usefulness (see: [19], [26]), and personal
Internet interest (see: [9]).

According to Dinev and Hart [9], Internet trust reflects the confidence that customer
personal information submitted over the Internet will be managed competently, reliably and
safely, while personal Internet interest is the situation in which ‘personal interest or cognitive
attraction to Internet content override privacy concern’.

Lallmahammod [19] defines perceived ease of usage as the customers’ belief that a
specific technology usage will not require a huge effort, while perceived usefulness is defined
as the customers’ perception of the way in which technology usage will improve their
performance. According to Lallmahammod, both perceived ease of usage and perceived
usefulness are under the influence of perceived online security and privacy.

Customer trust in online transactions is important for the growth and development of e-
commerce. Research results show that there is a great difference between the customer’s
privacy perception when they are online and when they are offline, even when doing business
with the same company [8].

4. Research Model of Online Privacy

According to the Internet World Statistics [14], 23.8% of the world’s population today uses
the Internet. The widespread use of the World Wide Web as well as the customers’ positive
response to this kind of technology has opened the way to many types of business, among
which online shopping and e-banking are the most widely used. However, there is no detailed
information about the factors that influence online shopping or e-banking acceptance, nor
about the factors that influence customer behaviour when using these e-services.

Therefore a research model of online privacy perceptions of e-banking/online shopping
users is proposed. The proposed research model is illustrated in Figure 2. It proposes a
relationship between Internet users’ privacy perception and (1) customer — intrinsic factors,
(2) customer and web site relationship, (3) web site characteristics, (4) situational factors and
(5) legislation and government protection group of factors. For each group there are also
illustrated constructs (scales) that are measured. By following the proposed categorization of
factors that have influence over consumers’ online privacy concerns, and an examination of
the existing privacy literature a set of 94 items was collated. Items were created in three ways:
(1) by using original items from previous work, (2) through modification of the original items,
and (3) by creating new items.

Users’ perception of the level of privacy protection when using e-banking/online
shopping services was measured using a four-item scale. Scale was named Users’ privacy
perception. Users’ privacy perception refers to users’ evaluation and anxiety about how an
online company or a bank will handle information that they collect about the users. Also,
users’ satisfaction with privacy protection during their online activity (everyday online
activity), as well as satisfaction with privacy protection when using e-banking or online
shopping services were measured (by using one item scale for each). Users’ satisfaction with
privacy protection during their online activity (everyday online activity) refers to the users’
satisfaction with privacy practices (protection mechanisms) that an online service provider
uses to secure users’ online privacy. Users’ satisfaction with privacy protection when using e-
banking or online shopping service refers to the users’ satisfaction with the ways in which an
a bank or online company secure and protect users’ online privacy. Items were based on the
five-point Likert scale (for example ‘5’= strongly agree, ‘1’= strongly disagree).
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Figure 2. Research model of e-banking/online shopping users’ privacy perception

Participants were individuals who had been using online shopping and e-banking service
for at least a year. Data were collected using written and web-based questionnaires. In total
185 responses were collected. Of all the respondents, 116 (63%) were men and 69 (37%)
were women. The average age of respondents was 33,2 years (ranged from 19 to 59).

Each construct (scale) was tested for internal consistency of the scale items with a
reliability test. The reliability test was performed using Crombach's alpha coefficients. All the
coefficients were above the proposed .70.

Results of the research indicate that consumers’ satisfaction with general privacy
protection when using online shopping or e-banking service is relatively high. Average score
(mean) was 3,74, while customers’ satisfaction with privacy protection during their everyday
online activity was 3,49 (mean). Degree of users’ privacy protection level when using online
shopping/banking services was 3,39 (mean).

In order to explore the relationship between proposed factors (and specific constructs) that
influence online privacy concerns, users’ online privacy perception and satisfaction with
online privacy protection, a correlation analysis was performed. Results of the correlation
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analysis indicate that there is a significant positive relationship between users’ privacy
perception and constructs Control over information collection, Information sensitivity
(general and in online shopping/e-banking context), Collection, Improper access, Perception
of Internet privacy risk, and Legislation and government privacy perception (at level 0,01).
On the other hand, users’ privacy perception does not correlate with satisfaction with the
ways in which privacy is protected during their online activity (customers’ satisfaction with
privacy protection during their everyday online activity). Moreover, users’ privacy perception
does not correlate with satisfaction with the ways in which privacy is protected when using
online shopping/e-banking services. In addition, demographic characteristics, computer and
Internet usage or experience do not have influence on users’ online privacy perception.

PERSONAL INTERNET PERCEIVED E-SERVICE SERVICE E-TAILER
INTEREST QUALITY REPUTATION
202** 306™* ,446** 149*

SATISFACTION WITH ONLINE
PRIVACY PROTECTION -
ONLINE SHOPPING OR E-

SATISFACTION WITH ONLINE
PRIVACY PROTECTION -
EVERYDAY USAGE

BANKING
296" ,296** 456 ,287** 525 483*
PERCEIVED
BENEVOLENCE PERCEIVED CREDIBILITY PERCEIVED INTEGRITY

Figure 3. Correlation between factors that influence users’ privacy perception and users’ satisfaction with online
privacy protection (¥p<0,05, **p<0,01)

Figure 3. illustrates the correlation between satisfaction with online privacy protection
(everyday usage and when using online shopping or e-banking service) and online privacy
factors. Correlations are significant at the 0,01 level, apropos 0,05 level.

The way a user perceives e-service providers’ (companies, banks, web portals) credibility,
benevolence, integrity or the way he perceives the quality of delivered e-service depends on
users’ experience in present and past interactions with a specific service provider. Therefore,
service providers must make an effort to deliver high quality service every time. Online
companies must convince their users that they are honest and consistent in keeping their
promises regarding price, delivery or customer service. Also, that they are capable to deliver
what they had promised. The way a user will perceive e-service quality depends on his
evaluation of his experience during the whole interaction with the service provider through a
web site. This includes the process of searching and browsing for information about a service
or a product, the ordering of a specific item, payment, delivery and eventually complaints. In
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addition, users’ evaluation of how easy it is to use a particular web site, navigability of the
web site, aesthetics of the web design, and the content of the web site are also important.
Content of the web site refers to usability, usefulness of content, adequacy of information and
accessibility of content. On the other hand, a user will evaluate reliability, efficiency, support,
communication, and security of every web page. Therefore, the customer must have the
central place in online companies’ strategies. All of the above-mentioned factors influence
users’ satisfaction with their online privacy protection. Also, satisfaction with online privacy
protection has an impact on users’ online behaviour. If online companies do not pay attention
to these issues a consequence can be that customers will be more reluctant to disclose or to
allow future use of their personal information. Furthermore, customers will avoid using
Internet as a communication media.

5. Conclusion

Information is a significant resource in the present customer-supplier relationship. Companies
use all possible ways to collect information about their customers in order to offer services or
products that better meet their customers’ needs and desires. Although new technologies offer
increased capabilities of collection, storage, usage and dissemination of information,
collecting and using customer information in a way that would make customers feel
comfortable presents a challenge for companies. The information that is being collected in
online transactions is not only related to the personal information of specific customers but
also to information about their preferences in shopping, hobbies, and lifestyle. When
customers become aware of all the possible consequences of information collection (and
usage) about them, their privacy concern is likely to be raised.

Every day people can read in the newspapers or on Internet portals (or hear on TV) about
new cases of data loss, situations where data were stolen or data were sold to the third party.
People are becoming nervous and very careful about their personal information.

Privacy and fraud are viewed as main causes of the limited usage and expansion of e-
commerce [17]. Privacy in online environment covers issues related to users’ concerns for his
personal information collection, storage, usage and dissemination. Fraud is one of possible
consequences of improper handling of users’ personal information and (some) companies aim
to maximise their profit. Internet users’ privacy concerns can be viewed through: (1) concern
for personal information collection by a third party; (2) concern related to collected personal
information storage/archiving; (3) concern for collected personal information collation and
dissemination; (4) concern for decontextualization of the Internet users’ personal information
[12]. Results of the research presented in this article confirm this. According to the results
users’ online privacy perception is influenced by (1) users’ perception of control over
information collection during their everyday online activity, (2) type of information that are
asked in order to perform a transaction, (3) concerns regarding improper access to information
that were collected, (4) users’ perception of information collection during their interaction
with a bank or an online company through a web site, (5) users’ perception of Internet privacy
risk, (6) and perception of legislation and government privacy protection.

Online privacy protection should be the responsibility of all participants that are included
in the online market. First of all, an individual must take responsibility for his information. He
should value and protect his personal information. He must understand and make decisions
about what information he should and shouldn’t share. In addition, when entering an online
transaction he must understand how and which information (about him) will be collected. An
individual must obtain knowledge about the length of time the collected information will be
kept, who will have access to them, for which purpose they will be used, and how will they be
secured. Internet user should not be a passive participant in an online transaction, and
shouldn’t allow an online company to force him to share his personal information. User
should actively protect his information (use all possible protection mechanisms) and
ask/demand of the online company (or any organization that is participating in online market)
to protect his online privacy.
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Furthermore, online companies (organizations that offer their services or products online)
should take responsibility for protecting and securing customers’ online privacy. They should
recognize that the customer’s perceptions of privacy protection in actual interactions are of
significant importance to customers when they decide to conduct business with a specific
company in the future [10]. Therefore, they should inform customers about privacy practices
that they use. Online companies should define their responsibilities and behaviour regarding
protection of customer personal information. They should use all possible mechanisms to
make clear to their customers that they will not misuse the collected information or sell it (like
using a privacy seal, privacy policy). When developing a new information system an online
company should pay attention to implement all customers’ needs regarding protection of his
personal information. Furthermore, study results that were presented could be used to improve
new e-service development or a modification of present e-services. At the very beggining,
when defining an e-service, online company should include these requirements (customers’
requirements regarding their online privacy protection). First, the new e-service should
include mechanisms that will give the customer control over his information collection.
Online company should the ask customer’s permission to collect information about him, and
his activity on a specific (online company’s) web site. Second, online company should protect
the collected customer information from improper access. There are many new technology-
based solutions regarding these issues. Online company should revise all possible solutions
and incorporate them in access control. Accordingly, the customer should be informed.
Finally, online company should regulate customer online privacy protection according to
present privacy legislature.

On the other hand, online companies should continuously analyse all threats and risks in
order to understand what needs to be protected and from whom (hackers, viruses) or from
what (fire, earthquake, overflow, burglary).

Every government should uphold privacy protection of his citizens. Government should
make an effort to ensure a market environment in which customers’ and companies’ needs
will be balanced. Government should proclaim and invest in usage of all possible
technologies in order to protect and secure citizens’ personal information. On the other hand,
all companies (organizations) that do not comply with data protection and data security rules
should be punished. Goverment should make an effort to further develop supplementary and
alternative measures (like Privacy Enhancing Technologies e.g. encryption, security breach
notification) to protect invividuals’ rights regarding their privacy.

In this article a systematization of attributes that influence the Internet users’ privacy
perception is proposed. The identified attributes are grouped into five groups: (1) customer-
intrinsic factors, (2) customer and web site relationship, (3) web-site related factors, (4)
situational factors, and (5) legislation and government protection.

Although the proposed systematization and grouping of factors that influence the Internet
users’ privacy perception may have limitations, the presented work can be used as an
instrument for monitoring, measurement and comparison of the impact on the Internet users’
privacy perception in empirical research and professional studies.
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