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 The increasing complexity of Internet of Things (IoT) environments requires adaptive 
mechanisms for efficient service allocation across distributed infrastructures. Existing 
approaches are often focused on specific optimization algorithms or isolated Quality of 
Service (QoS) parameters, lacking a unified framework for decision-making across IoT, 
Fog/Edge, and Cloud layers. This paper proposes a modular QoS-aware decision-
making framework that integrates QoS profiles, key performance indicators (KPIs), 
utility functions, and multi-criteria decision-making mechanisms to support both static 
and dynamic service allocation. The framework considers service execution latency, 
energy consumption, network throughput, and network coverage as decision criteria 
and enables adaptive balancing of conflicting QoS requirements. Its applicability is 
demonstrated through a smart transportation use case involving multiple service 
allocation scenarios across CRU, Fog, and Cloud infrastructures. The results confirm 
that different allocation strategies exhibit distinct QoS trade-offs and demonstrate the 
suitability of the proposed framework for adaptive and resource-efficient service 
allocation in layered IoT architectures. 

Keywords: Internet of Things (IoT), Quality of services (QoS), Resource management, 
QoS-aware mechanism, Edge-Fog-Cloud computing, IoT Architecture 

1. Introduction  
The development of the Internet of Things (IoT) represents one of the key technological transformations of 
modern society, enabling the interconnection of a vast number of heterogeneous devices for the purpose of 
data collection, processing, and exchange. IoT systems are utilized across a wide spectrum of applications—
from smart homes and cities, through transportation and logistics, to industrial automation and healthcare. 
Despite their growing adoption, a fundamental challenge remains the limitation of hardware and software 
resources, which complicates the execution of complex data processing and storage tasks. 

To overcome these limitations, IoT is increasingly being integrated with both distributed and centralized 
computing paradigms, among which Edge, Fog, and Cloud systems stand out. The integration of IoT 
architecture with various computing models (Cloud, Fog, MCC, MEC, Edge) directly affects system 
performance, including data processing and transmission time, reliability, energy requirements, and security 
(Abdulazeez & Askar, 2023; Čolaković, 2023; Firouzi et al., 2022). Cloud infrastructure provides virtually 
unlimited resources but introduces issues of latency, dependency on internet connectivity, and data transfer 
costs. On the other hand, Edge and Fog approaches reduce network latency and congestion but offer more 
limited capacities for complex analytics and long-term data storage. Due to these contrasting characteristics, 
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selecting the optimal integration model and service allocation strategy becomes a complex optimization 
problem. 

Previous studies highlight the need for efficient resource management strategies to achieve the desired 
level of QoS through task allocation to the appropriate infrastructure (Alonso et al., 2020; Čolaković, 2023; 
Zahoor & Mir, 2021). Key parameters such as latency, energy consumption, reliability, and cost are most 
commonly expressed through QoS metrics, which enable the quantitative evaluation of alternative solutions. 
Various approaches have been proposed in the literature: the development of a “smart middleware layer” 
between IoT devices and infrastructure to optimize resources (Tuli et al., 2019; Xavier et al., 2020; Zhang et 
al., 2020); formal approaches based on rewriting-based techniques for infrastructure reconfiguration (Haidri 
et al., 2020; Khebbeb et al., 2020); data caching to reduce latency (Safavat et al., 2020; Wei et al., 2020); 
algorithmic solutions such as PSO (Gill et al., 2019); the improved firefly algorithm (Bacanin et al., 2022); 
deep learning (DRL, DDQN-PER) (Sharma & Thangaraj, 2024), heuristic/dynamic algorithms (“IoT 
Application Modules Placement and Dynamic Task Processing in Edge-Cloud Computing,” 2020); 
metaheuristics (NSGA-II, GWO) (Kaushik & Hamed, 2022); SDN and adaptive protocols (Fröhlich et al., 2021); 
genetic algorithm for energy efficient fog layer resource management (Reddy et al., 2020), and distributed 
deep reinforcement learning approaches (S. Wang et al., 2023). Although these studies provide significant 
contributions to the modeling and optimization of IoT systems, most solutions rely on specific algorithms and 
face challenges such as device heterogeneity, the need for energy efficiency, real-time processing, and system 
scalability (Bu et al., 2023; Maray & Shuja, 2022; Sinha Roy et al., 2019; Zhou et al., 2023). Additionally, the 
limitations include high computational complexity, simplified assumptions, and a lack of validation in real 
IoT scenarios (Gasmi et al., 2022). 

However, in practice, numerous challenges arise in the integration and distribution of services across 
complex IoT architectures, particularly when multiple metrics and KPIs (Key Performance Indicators) are 
taken into account. The reviewed literature reveals a lack of proposals for an integrated approach that would 
synergistically encompass the creation of QoS profiles based on application requirements, the evaluation of 
system components both individually and in integration, the observation of different technologies’ behavior 
across various models, and the development of practical and resource-efficient solutions. In this context, the 
main objective of this paper is to propose a QoS-aware architecture and strategic framework for service 
allocation that enable multi-criteria decision-making and practical applicability across diverse IoT scenarios. 

Unlike previous studies focused on individual algorithmic optimizations, this paper offers a formalization 
of the service allocation process through a QoS-aware architecture that integrates both static and dynamic 
decision-making approaches, independent of specific algorithmic implementations. Based on this, the 
following key research question is posed: How can an adaptive and resource-efficient mechanism be 
developed for optimizing service allocation across IoT architecture layers, ensuring practical applicability 
across different architectural styles? In line with this question, the main objective of the paper is to develop 
a strategic framework for service and resource allocation across multiple layers of the system architecture and 
to propose a decision-making mechanism that integrates static and dynamic approaches. In this way, the 
paper contributes to the development of intelligent and adaptive IoT systems capable of meeting 
heterogeneous user and application requirements, while also providing a foundation for further research in 
the field of QoS performance optimization in distributed environments. 

The remainder of this paper is organized as follows. Section 2 presents the conceptual architecture of 
the layered IoT system and discusses the integration of IoT devices with Edge/Fog and Cloud infrastructures. 
Section 3 formalizes the service allocation problem within layered IoT architectures. Section 4 defines the key 
performance indicators (KPIs), QoS profiles, utility functions, and multi-criteria decision-making mechanisms 
used to support service allocation decisions. Section 5 presents the modular QoS-aware decision-making 
mechanism and discusses alternative architectural implementation styles. Section 6 provides a scenario-based 
evaluation of the proposed framework through a smart transportation use case, including KPI analysis and 
utility-based assessment of alternative service allocation strategies. Finally, Section 7 concludes the paper and 
outlines directions for future research. 

2. Layered architecture of IoT systems 
IoT devices are limited in terms of memory and processing capabilities and therefore rely on the support of 
computing systems such as Edge, Fog, and Cloud infrastructures. Cloud computing offers virtually unlimited 
resources for data storage and processing but introduces challenges such as dependency on internet 
availability, increased latency, and data transfer costs. In response, concepts such as Fog, Edge, MEC, MCC, 
and Cloudlet have been developed to enable service execution closer to the data source, thereby reducing 
latency, increasing reliability, and decreasing network load. However, local infrastructure cannot match the 
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processing capacity of the cloud, which complicates the execution of complex analytics, large-scale user 
access, or long-term data storage (Babovic et al., 2016). This highlights the importance of selecting an 
appropriate system architecture and integration model for IoT with other computing systems. 

Essentially, these concepts form an integral part of modern IoT architecture, which is most commonly 
modeled as a multilayer structure - for example, three-layer (Ammar et al., 2018; Čolaković, 2023; Khattak & 
Khan, 2024), five-layer (Al-Fuqaha et al., 2015; Omoniwa et al., 2019), seven-layer (Al-Awami et al., 2023), 
and others. For the purposes of this paper, a three-layer architecture is used, which includes the perception 
layer (IoT devices), the Edge/Fog layer, and the Cloud layer. All layers can communicate and cooperate with 
one another, and the choice of the integration model becomes a key factor in optimizing system performance. 
Therefore, the generic architecture of an IoT system (designed from the perspective of infrastructure, 
technologies, and functionalities) can be represented as a three-layer structure that incorporates different 
models of interaction between devices and computing systems for resource and task allocation across various 
layers. Thus, within the system architecture, three main layers can be identified: IoT devices (perception 
layer), the Edge/Fog layer, and the Cloud layer (Figure 1).   

Figure 1. Layered architecture of IoT systems 

Possible architectures and integration models offer various advantages but also certain limitations, which is 
why they need to be thoroughly analyzed in relation to expected performance and specific application 
contexts. The key challenges in selecting an appropriate architecture include achieving the desired 
performance (QoS), ensuring sufficient capacity for storing and processing large volumes of data, maintaining 
system reliability, supporting user and device mobility, and safeguarding data security and privacy (Chiang 
& Zhang, 2016; Madsen et al., 2013).  
The performance of IoT systems largely depends on the data processing infrastructure, network 
characteristics, applied technologies, and the specific requirements of the application itself. Figure 2 illustrates 
a simplified workflow of service allocation based on the proposed IoT system architecture.  

Cloud environments provide significantly higher processing and memory capacities, enabling rapid data 
processing but simultaneously introducing additional network latency due to the transfer of raw data over 
the Internet. In contrast, infrastructure located closer to the data source (Edge/Fog) reduces latency by 
eliminating the WAN segment but has limited processing capabilities, which slows down more complex 
computations. This contradiction clearly highlights the complexity of selecting the optimal integration model 
and the need for optimizing the utilization of available resources. 
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Figure 2. Service allocation processes across different systems for offloading IoT devices 
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IoT architectures based on integration with Cloud, Fog, and Edge systems raise issues related to various 
aspects such as performance, cost-efficiency, administrative challenges, legal and regulatory compliance, 
provider responsibility, privacy, and data protection. Data transmission from IoT devices to the Cloud 
introduces additional network latency due to Internet-based transfer. When the computing infrastructure is 
located closer to the data source (IoT devices), partial elimination of network latency is achieved. However, 
in that case, data processing becomes considerably slower due to the lower processing capabilities compared 
to those of Cloud infrastructures. This fact emphasizes the complexity of selecting an appropriate integration 
model and the challenge of optimizing the utilization of available resources. The general characteristics of 
different types of systems (Edge, Fog, MCC, MEC, Cloud)—according to the key parameters influencing QoS 
performance, on which service allocation from IoT systems can be performed—have been presented in 
previous research (Čolaković et al., 2025). 

3. IoT service distribution model 
Based on the description of the conceptual IoT system architecture, it is possible to propose and design feasible 
architectures, technologies, protocols, and infrastructure capable of meeting different QoS performance 
targets during their integration and the allocation of IoT services. Since the number of such solutions is 
virtually unlimited, it is necessary to use appropriate metrics. Performance metrics for evaluating IoT systems 
can be considered across different architectural layers, including applications, devices, the network, and cloud 
systems. They encompass parameters such as latency, reliability, security, energy consumption, resource 
utilization, and scalability, thereby enabling a comprehensive insight into Quality of Service (QoS). Therefore, 
it is necessary to capture and interpret the most relevant system performance parameters in a meaningful 
manner. However, due to the complexity and heterogeneity of IoT environments, it is practically impossible 
to simultaneously incorporate all possible QoS-related parameters into a generalized allocation model. 
Therefore, realistic assumptions were adopted to limit the number of analyzed parameters to a representative 
set of Key Performance Indicators (KPIs) capable of providing sufficiently reliable performance evaluation 
and decision-making support. In this context, identifying the most relevant KPIs and determining their relative 
importance for different IoT applications remain important open research challenges in the implementation 
of QoS-aware allocation mechanisms. Various multi-criteria decision-making (MCDM) methods, such as 
TOPSIS, AHP (Analytic Hierarchy Process), FAHP (Fuzzy AHP), and similar approaches, may be used to 
determine the significance and weighting factors of individual QoS indicators depending on the requirements 
and priorities of specific IoT application scenarios. 

For the purposes of this paper, four metrics have been selected that are often regarded as key 
performance indicators of IoT systems. Service execution time (latency) directly affects the user experience 
and the ability of an IoT system to respond to requests in real time, which is particularly important for latency-
sensitive applications (Fröhlich et al., 2021; Sharma & Thangaraj, 2024). Energy efficiency is crucial due to 
the limited battery capacity and resources of IoT devices, and optimizing energy consumption extends device 
lifespan and reduces operational costs (Almudayni et al., 2025; Hu et al., 2022; Sharma & Thangaraj, 
2024).  Also, network throughput is an important indicator of communication performance because it 
determines the effective capacity available for data transmission between IoT devices and processing 
infrastructure, directly affecting scalability and service responsivenes. Furthermore, network coverage 
represents a key deployment-related metric that reflects communication availability and reliability, ensuring 
continuous connectivity and uninterrupted service operation, particularly in mobile and geographically 
distributed IoT environments. Although additional QoS parameters such as reliability, security, scalability, 
throughput, and availability may significantly influence IoT service allocation, this work primarily focuses on 
latency and energy consumption as representative and widely adopted KPIs in IoT offloading and resource 
allocation scenarios. These parameters were selected because they directly affect real-time responsiveness, 
device autonomy, and resource efficiency, which are among the most critical constraints in layered IoT 
environments. Nevertheless, the proposed framework is not restricted to these indicators and can be extended 
to incorporate additional QoS metrics depending on the requirements of specific IoT applications and 
deployment scenarios. 

Therefore, these metrics can demonstrate the efficiency of the proposed alternative based on the target 
values established during the optimization process: 

• Total service execution time of the IoT service – 𝑇𝑒𝑥𝑒  
• Total energy consumed by an IoT device during service execution – 𝐸𝑑𝑒𝑣 
• Effective network throughput – 𝑇ℎ   
• Network coverage availability – 𝐶𝑜𝑣 
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When considering the 𝑇𝑒𝑥𝑒, the optimization goal is defined by the condition that this time must be less than 
the requirement of the IoT application (𝑇𝑎𝑝𝑝). Two approaches can be used for allocating services to available 
resources in order to achieve this goal: partial or complete distribution of specific services across the available 
resources. This can be formally expressed as follows (1): 

 𝑇𝑒𝑥𝑒 = 𝛼0 ∙ 𝑡𝐿 + 𝑎𝑟𝑔 max
𝑖=1…𝑘

{𝛼𝑖 ∙ 𝑡𝐹𝑖} + 𝑎𝑟𝑔 maxj=1…c
{𝛼𝑗 ∙ 𝑡𝐶𝑗} +∑(𝛽𝑖

𝑁

i=1

∙ 𝑇𝑐𝑚𝑖) ≤ 𝑇𝑎𝑝𝑝 (1) 

According to this objective, it is necessary to determine where specific services will be allocated and what 
percentage of processing will be executed on the device (𝛼0), while the remaining portions of the tasks will 
be allocated to offloading systems, including the Fog infrastructure (𝛼𝑖) and the Cloud (𝛼𝑗). In the case of 
multiple systems within the same architectural layer (𝑖 Fog system i 𝑗 Cloud servers), the processing time for 
that layer is estimated based on the maximum time required by any system within the same layer to complete 
the assigned tasks. This approach assumes that the data being processed have simultaneously reached all 
systems within the same layer. This assumption represents a simplified approximation intended for the 
conceptual formulation of the proposed framework and may be applicable in scenarios where Edge/Fog nodes 
are deployed within relatively close network proximity and interconnected through high-speed 
communication links. In heterogeneous IoT environments, transfer times may significantly differ due to 
varying network conditions, node distribution, bandwidth limitations, and communication overhead. 
However, the primary objective of this work is not detailed network-aware latency modeling, but the 
development of a generalized QoS-aware decision-making framework for service allocation across layered IoT 
architectures. Therefore, the proposed model should be interpreted as a generalized abstraction intended to 
support the formalization of allocation mechanisms, while more detailed network-aware modeling and latency 
estimation can be incorporated in future implementations and experimental evaluations. However, if certain 
processes are allocated to offloading computing systems, the total time must also include the time required 
to transfer a specific portion of data (𝛽𝑖) to these systems (across different layers of the system architecture), 
where the data traverse 𝑁 network segments. 

The allocation parameters 𝛼𝑖 and 𝛽𝑖 do not represent fixed coefficients, but dynamic allocation variables 
determined according to current QoS requirements, available computational resources, network conditions, 
and application priorities. These variables may be estimated using profiling, benchmarking, simulation-based 
evaluation, historical monitoring data, or adaptive optimization mechanisms integrated within the QoS 
decision-making module. In static allocation approaches, predefined values can be derived from simulation 
or experimental measurements under known operating conditions, whereas in dynamic environments the 
values may be continuously adjusted according to real-time KPI measurements, system load, and resource 
availability. 

The second key indicator concerns the power supply of IoT devices and their energy consumption; 
therefore, by analogy with the previous expression, the following problem can be formulated (2): 

𝐸𝑑𝑒𝑣 = 𝛼0(𝑃𝐿 ∙ 𝑡𝐿) + 𝑃𝑖𝑑 ∙ 𝑎𝑟𝑔 max
j=1…𝑘

{𝛼𝑗 ∙ 𝑡𝑜𝑓𝑓𝑗} + 𝑃𝑡𝑥 ∙∑(𝛽𝑖

𝑛

i=1

∙ 𝑡𝑡𝑥𝑖) ≤ 𝐸𝑎𝑝𝑝 (2) 

In the case of energy consumption, 𝐸𝑑𝑒𝑣 represents the total energy consumed by an IoT device during the 
execution of all required services and their associated computational and communication processes. The 
optimization goal is that this value does not exceed the energy constraint defined by the application 
requirements (𝐸𝑎𝑝𝑝).𝑃𝐿 denotes the power required for local processing, i.e., executing services directly on the 
IoT device; 𝑃𝑖𝑑 represents the power consumption in the device’s idle state; while 𝑃𝑡𝑥 refers to the power 
required for transmitting data over the network to 𝑛 systems used for offloading IoT device tasks. 

The previously defined tasks can be reduced to an optimization problem of finding the values for 𝛼0, 𝛼𝑗, 
and 𝛽𝑖 within any of the given requirements, depending on the number of subsystems engaged for device 
offloading. The ultimate goal is to allocate services across different system components to achieve minimal 
energy consumption.  

The optimization objective associated with network throughput is to maximize the effective 
communication capacity available for data transmission between the CRU, Fog/Edge, and Cloud layers. 
Higher throughput values enable faster transmission of large volumes of IoT data, improve scalability, and 
reduce the risk of communication bottlenecks under increasing traffic loads. 

Network coverage represents the availability and continuity of communication connectivity within the 
considered operational environment. Since uninterrupted communication is particularly important for mobile 
and safety-critical IoT applications, the optimization objective is to maximize communication coverage and 
service availability along the transportation corridor. 

To derive an appropriate model for the integration and distribution of IoT services, it is necessary to 
adhere to the previously described parameters that affect QoS performance and the defined optimization 
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tasks. In addition to these goals and constraints, the specifics of the multilayer IoT architecture and limitations 
must be considered, including adherence to the principles of simplicity, interoperability, accuracy, and 
acceptability in real-world environments. Creating such a model requires a formal strategic framework that 
should address several questions: 

• Which services and associated resources will be allocated outside the IoT device? 
• Under which requirements will the IoT device be offloaded? 
• Which mechanism will be used for the allocation process? 
• To which layers of the system architecture will services and resources be distributed? 
• How will the distribution of services be monitored? 
Based on these questions, a formal framework is proposed that provides a detailed description of the 

necessary activities and corresponding methodologies for the IoT service distribution model. It consists of five 
steps that answer the stated questions, along with a description of the main activities and the desired 
outcomes. The Figure 3 graphically illustrates the steps along with the main activities and corresponding 
outcomes. As stated in Step 3, the design of the allocation approach, two fundamental approaches can be used 
for allocating services and resources across different layers of the system architecture: 

• Static decision-making: if the allocation is based on preconfigured instructions at each layer.  
• Dynamic decision-making: if the decision-making mechanism relies on the current state of resources 

within the entire system and the real-time requirements of individual applications.  
Static decision-making is implemented in systems with limited resources and in cases where the expected 

system load can be estimated in advance. The estimation is performed based on simulations of real 
environments and laboratory conditions. To implement dynamic decision-making, higher system performance 
must be ensured. The data processing required for decision-making is typically deployed on network gateways 
or dedicated infrastructure in the case of larger systems. Therefore, static models can be efficient in predictable 
and stable environments, while dynamic approaches offer advantages under varying load conditions and 
heterogeneous application requirements. 

 
Step 1: Identification of services and available resources 
Main activities: Identification and classification of all tasks on the IoT device side based on criteria and 
requirements for total data processing time, data transmission time, and energy consumption: 

• Listing all IoT device tasks with classification of individual functions for data acquisition (sensing), 
processing, and control. 

• Determining metrics for each task: expected execution time, data volume, and energy footprint. It 
is also necessary to determine the criticality of task execution. 

• Grouping tasks into categories according to execution time: real-time control, periodic monitoring, 
serial or batch analytics, etc. 

• Defining resource requirements (e.g., CPU cycles, memory, network I/O) for the purpose of creating 
service and resource profiles needed for decision-making. 

Outcome: Taxonomy of services and device profiles 
 
Step 2: Definition of allocation criteria 
Main activities: Establishing measurement thresholds for different QoS parameter values: 

• Setting latency thresholds aligned with application requirements, e.g., below 100 ms for control 
loop operations. 

• Defining the total amount of energy per device that triggers a specific allocation mechanism, e.g., 
initiating remote processing when local energy consumption reaches a predefined limit. 

• In addition to these basic criteria related to 𝑇𝑒𝑥𝑒 and 𝐸𝑑𝑒𝑣, other criteria are also established: 
• Including network state variables such as bandwidth utilization, packet loss, and connection 

reliability. 
• Developing context-aware rules (time of day, geographic location, device mobility) that enable or 

disable offloading. 
Outcome: Set of offloading rules 
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Figure 3. Service allocation flow in a layered IoT architecture 
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Step 3: Design of the allocation approach 
Main activities: It is necessary to determine the choice between a static and a dynamic approach to allocation 
(explained in detail below the table). In the case of a static approach, it is necessary to: 

• Create value matrices suitable for lookups, based on testing under known traffic and load 
conditions. 

• Assign a fixed load ratio for tasks among individual IoT devices, Edge/Fog/Cloudlet devices, and 
the Cloud infrastructure. 

• In the case of a dynamic approach, it is necessary to: 
• Implement a decision-making mechanism, e.g., an ML classifier or a rule-based system on gateways 

or brokers. 
• Continuously input and monitor feedback on QoS parameters and KPIs in order to support real-time 

task redistribution. 
• Implement utility functions to balance multiple objectives (e.g., latency (time) vs. energy vs. cost). 

Outcome: Selection of deployment method 
 

Step 4: Allocation mapping 
Main activities: Mapping each service to the layers (perception, Edge/Fog, Cloud) based on profiles and the 
defined offloading criteria. A layered QoS model is used: 

• Perception layer (device), which filters and performs initial processing of critical/raw data. 
• Edge/Fog/Cloudlet, which executes latency-sensitive tasks and/or tasks that require fewer 

computational resources. 
• Cloud layer, where computationally demanding analytics and long-term data storage are performed. 
• To perform this mapping, it is necessary to: 
• Assign each defined service profile to its optimal layer based on the principle of trade-offs, using 

requirements for computation, memory, and network load. 
• Visualize the mapping using a suitable tool by means of an allocation diagram or a service 

distribution matrix, with the goal of simplifying implementation. 
Outcome: Graphical representation of layer-based distribution 

 
Step 5: Monitoring, evaluation, and feedback 
Main activities: It includes the implementation of a QoS broker and manager for collecting KPIs, normalizing 
metrics, as well as dynamically or statically adjusting the allocation. The required steps are: 

• Implement a QoS broker at each layer to collect performance metrics: throughput, jitter, CPU load. 
• Normalize KPIs and forward them to a central QoS manager for cross-layer analysis. 
• Automate the verification of constraints and defined thresholds. Example: if a KPI falls outside 

acceptable bounds, activate relocation rules. 
• Maintain a continuous feedback loop for optimization. 

Outcome: Continuous feedback loop 

4. Multi-criteria decision-making 
Previously, two formalized approaches were presented for allocating services to the appropriate available 
resources to achieve the objectives defined in (1) and (2), each designed for optimization with respect to a 
single indicator –𝑇𝑒𝑥𝑒 ili 𝐸𝑑𝑒𝑣. However, the problem becomes more complex when multiple criteria must be 
considered simultaneously, for example, when optimization must account for both service execution time and 
energy consumption. Such a requirement calls for a method that incorporates multiple metrics in order to 
find an acceptable implementation for each layer of the system architecture. In this case, achieving the desired 
performance level of individual IoT applications is viewed as the cumulative effect of the service, network, 
and perception layers on the application (Figure 4). 

The need for such a method was previously identified as one of the activities within the strategic 
framework in Step 3, Design of the allocation approach, which is used when selecting the dynamic allocation 
approach. It is implemented in the form of a utility function to balance multiple objectives or criteria, such 
as time, energy, and/or cost. 
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Figure 4. Concept of IoT system evaluation 

In a previous study (Čolaković, 2023) a multi-criteria decision-making method was proposed that can be used 
as an effective tool for applying various metrics within a normalized range, independent of their measurement 
units. This approach is essential for analyzing a system while taking into account different KPIs across all 
layers of the system architecture. In this context, utility functions, 𝑓(𝑝𝑖), were used to evaluate or analyze the 
IoT system 𝐼𝑜𝑇𝑠𝑦𝑠 based on various key metrics (𝑝𝑖). These mathematical functions enable the ranking of 
alternatives according to their utility for specific application cases, where the overall system performance 
level is equal to the sum of the obtained functions for individual KPIs (with 𝑛 representing the number of key 
parameters), each multiplied by its corresponding weighting factor 𝑤𝑖 (3): 

 𝐼𝑜𝑇𝑠𝑦𝑠(𝑝) =∑𝑤𝑖 ∙ 𝑓(𝑝𝑖)

𝑛

𝑖=1

 (3) 

Individual utility functions 𝑓(𝑝𝑖) correspond to specific value functions used to evaluate each KPI. All analyzed 
parameters should be scaled within the same range, e.g., [0,1]. The specific value functions are multiplied by 
weighting coefficients to account for the fact that some KPIs are more important than others. Since 𝐼𝑜𝑇𝑠𝑦𝑠(𝑝) 
represents the level of system or application performance depending on the subject of analysis, the problem 
formulation can be defined as a decision-making process for the distribution (allocation) of IoT services and 
resources across different layers of the system architecture, with the aim of improving performance and 
optimizing the utilization of available system resources. 

The weighting factors 𝑤𝑖 represent the relative importance of each individual key indicator (𝑖) for a given 
QoS profile of an application and are determined according to the requirements of IoT applications. Various 
methods can be used to determine these weights, such as the AHP or FAHP, among others. The individual 
utility functions 𝑓(𝑝𝑖) correspond to specific value functions used to evaluate each KPI. 

Determining 𝑓(𝑝𝑖) for each KPI is a complex problem that, in the referenced study, was addressed by 
adapting so-called sigmoid functions. Two different cases may occur: 𝑓(𝑝𝑖) = {𝑓(𝑝𝑖 ↑); 𝑓(𝑝𝑖 ↓)}, depending on 
the meaning of the analyzed parameters. For example, for KPIs such as network throughput or resource 
utilization, a higher value represents better performance. Therefore, a higher value of the utility function for 
such parameters—i.e., a higher value of the sigmoid function 𝑓(𝑝𝑖 ↑)—indicates improved system performance 
(4). Conversely, some other parameters, such as execution time and energy consumption, must be minimized 
to increase performance levels; in such cases, the corresponding utility functions should reduce the value of 
the sigmoid function 𝑓(𝑝𝑖 ↓) in order to achieve better performance (5). 

Multi-criteria decision-making - 𝐼𝑜𝑇𝑠𝑦𝑠(𝑝) 
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 𝑓(𝑝𝑖 ↑) = 𝐿(
𝐴

1 + 𝑒
−𝛼𝑘

(𝑝𝑖−𝑟𝑖)
𝑍𝑖

− 𝑈) (4) 

 𝑓(𝑝𝑖 ↓) = 1 − 𝐿(
𝐴

1 + 𝑒
−𝛼𝑘

(𝑝𝑖−𝑟𝑖)
𝑧𝑖

− 𝑈) (5) 

In the given formulas, 𝐴 represents the maximum possible value of the function 𝑓(𝑝𝑖). If the real values of all 
functions are assumed to be within the range [0,1] to normalize the values of different parameters, then the 
coefficient value is 𝐴 = 1. The parameter 𝑝𝑖 denotes the measured (or estimated) performance level for a 
specific KPI. 

The slope of the function depends on the parameters 𝛼𝑘 and 𝑧𝑖, which are adjustable parameters used to 
tune the dimensionless values of the functions. By increasing or decreasing these parameters, the “sensitivity” 
of an application to individual performance factors can be adjusted. For example, in the case of 𝑓(𝑝𝑖 ↑), an 
IoT application remains relatively stable in performance (i.e., less sensitive) for smaller values of 𝛼𝑘 and larger 
values of 𝑧𝑖 for certain KPIs. 

The parameter  𝑟𝑖  represents sensitivity to performance degradation and defines the midpoint (central 
point) of the sigmoid function curve. This parameter can be interpreted as a reference value for the KPI: a 
higher value indicates a more demanding application in the case of 𝑓(𝑝𝑖 ↑), while for 𝑓(𝑝𝑖 ↓), a lower value 
of this parameter indicates greater sensitivity to that particular metric. 

The values 𝐿 and 𝑈 are introduced to ensure that the utility function attains appropriate values in 
boundary cases, i.e., (0) = 0 and 𝑓(∞) = 1, indicating that the unavailability of certain resources results in a 
zero performance level, while an “infinite” allocation of resources leads to the maximum performance level 
(6). 

 𝐿 =
1+𝑒

𝛼𝑘∙𝑟𝑖
𝑧𝑖

𝑒

𝛼𝑘∙𝑟𝑖
𝑧𝑖

, 𝑈 = 1

1+𝑒

𝛼𝑘∙𝑟𝑖
𝑧𝑖

 (6) 

The reference values (𝑟𝑖) may represent application requirements for a specific KPI (𝑝𝑖𝑟𝑒𝑞) or a recommended 
value for a given parameter. For some parameters, these values can be obtained from established 
recommendations (e.g., network QoS parameter guidelines). However, for most IoT system performance 
indicators, existing recommendations cannot be directly applied, as previously discussed in this paper. 
Another way to obtain these values is to use the maximum or average measured (or estimated) value for each 
parameter 𝑝𝑖. One of the key advantages of applying the proposed and adapted sigmoid functions for utility 
computation is their flexibility in determining reference values. 
In accordance with the previous considerations, the utility functions have the following main properties: 

• 𝐼𝑜𝑇𝑠𝑦𝑠(𝑝) is an increasing function in the case of improved system performance.  
• 𝑓(𝑝𝑖) is an increasing function in the case of improvement of an individual parameter 𝑝𝑖. 
• 𝐼𝑜𝑇𝑠𝑦𝑠(𝑝) and 𝑓(𝑝𝑖) are scaled within the interval [0,1]. 

 
A higher value indicates a positive effect on performance, and the objective formulation can be expressed 

as follows (7): 
 max

𝑝𝑖
𝐼𝑜𝑇𝑠𝑦𝑠(𝑝) (7) 

The described method, which was validated in a previous study (Čolaković, 2023), offers several significant 
advantages, such as independence from specific KPIs, the possibility of easier selection of reference values, 
independence from measurement units and value ranges, and the ability to adjust desired outcomes for clearer 
visualization of the utility function through the tuning of application sensitivity parameters, among others. 

The QoS-aware IoT architecture proposed in this paper, together with the method described in the 
aforementioned study, can serve as a framework for developing a decision-making module responsible for 
distributing (allocating) tasks across available resources. For this purpose, the proposed QoS architecture 
should be applied to decision-making in accordance with the corresponding IoT application profile. However, 
future research should address the open question of determining the appropriate set of key indicators for each 
application and their weighted values, which should be mapped across all layers of the system architecture. 
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5. QoS-aware mechanism for IoT service allocation 
To select the best option among possible scenarios involving different offloading models and technologies, a 
matrix is constructed for choosing the optimal IoT system model (8). For each possible scenario, it is necessary 
to calculate the value of the utility function 𝐼𝑜𝑇𝑠𝑦𝑠(𝑝𝑘𝑛) depending on the different system loads 𝑆𝑤𝑘 and the 
technologies applied within various integration models 𝐼𝑀𝑛. 

 𝐼𝑜𝑇𝑠𝑦𝑠(𝐶) =

{
  
 

  
 

𝑆𝑤1
⋮
𝑆𝑤𝑘

⏞

𝑆𝑦𝑠𝑡𝑒𝑚 
𝐿𝑜𝑎𝑑

(

𝐼𝑜𝑇𝑠𝑦𝑠(𝑝11) ⋯ 𝐼𝑜𝑇𝑠𝑦𝑠(𝑝1𝑛)

⋮ ⋱ ⋮
𝐼𝑜𝑇𝑠𝑦𝑠(𝑝1𝑘) ⋯ 𝐼𝑜𝑇𝑠𝑦𝑠(𝑝𝑘𝑛)

)

⏞                    

𝑂𝑓𝑓𝑙𝑜𝑎𝑑𝑖𝑛𝑔 𝑀𝑜𝑑𝑒𝑙𝑠
𝐼𝑀1 ⋯ 𝐼𝑀𝑛

⏟                          

𝐼𝑜𝑇𝑠𝑦𝑠(𝑝) = 〈𝑝𝑖𝑟𝑒𝑞 , 𝑝𝑖〉 ,    𝑖 − n𝑜. 𝑜𝑓  𝐾𝑃𝐼𝑠}
  
 

  
 

 (8) 

In the presented matrix, 𝑘 represents the number of different system loads, which may include communication 
and computational processes. For example, the amount of data generated and entering the system. These 
system loads depend on various factors, such as the number of IoT devices and the rate at which they collect 
and transmit data. 

By applying the proposed matrix and analyzing the key indicators, the optimal system configuration – 
𝐼𝑜𝑇𝑠𝑦𝑠(𝐶) —is obtained as a function of different loads and available integration models. The described 
procedure is used in the creation of decision-making mechanisms implemented on systems such as devices or 
network gateways. As mentioned in the previous section, these mechanisms can be implemented either as 
statically predefined, based on pre-established criteria, or as dynamic, relying on continuous monitoring of 
system performance. 

The proposed mechanism consists of several modules (Figure 5) and is implemented with a configuration 
that supports both static and dynamic decision-making. In the case of dynamic decision-making, appropriate 
decision-making and optimization mechanisms may be employed to continuously monitor system state 
changes and identify recurring patterns. By understanding system capabilities and available resources, it 
becomes possible to estimate or measure performance under different conditions and support service 
allocation decisions across the layered IoT architecture. Future implementations of the framework may 
additionally incorporate machine learning techniques to enhance prediction and adaptive decision-making 
capabilities. 

Each module serves a specific purpose within the decision-making mechanism, contributing to the 
process of determining service allocation. The individual components of the proposed mechanism are 
explained in detail below. 

The mechanism for deciding on service allocation can be developed as part of the program code, whose 
operating algorithm can be represented using a workflow diagram (Figure 6).  

The Context Module is a component that enables differentiation of the conditions under which a specific 
system or its components operate. This involves awareness of the system’s available resources (e.g., CPU, 
RAM, memory)— 𝑆𝑌𝑆(𝐶) (9) - which refer to the characteristics and configurations of all computing 
components, including IoT devices 𝐷𝑠𝑝(𝐶), offloading systems (Fog and Cloud infrastructure)  𝑂𝑠𝑝(𝐶), and 
network settings 𝑁𝑠𝑝(𝐶). 

 𝑆𝑌𝑆(𝐶) = {𝐷𝑠𝑝(𝐶), 𝑁𝑠𝑝(𝐶), 𝑂𝑠𝑝(𝐶)} (9) 
It is necessary to understand the connectivity capabilities, i.e., the integration models or profiles  𝑁𝑚𝑜𝑑(𝐶), to 
determine the 𝐾𝑃𝐼(𝑝𝑖 , 𝑤𝑖),, the system’s QoS requirements 𝑄𝑜𝑆(𝑟), and to monitor its load 𝑆𝑤 = 〈𝐷𝑟𝑎𝑡𝑒, 𝑡𝑤𝑠〉. 
Based on these indicators, a CP (Context Profil) is created - a database of possible states in which the system 
may operate (10). 

 𝐶𝑃 = {𝑆𝑌𝑆(𝐶),𝐾𝑃𝐼, 𝑄𝑜𝑆(𝑟), 𝑆𝑤} (10) 
The Evaluation Module evaluates the performance of the selected KPIs depending on the load and available 
resources, as well as the weighted values of individual indicators. In the case of static decision-making, a 
matrix is defined for selecting optimal solutions based on testing, whereas in dynamic decision-making, 
components for automatic performance assessment are implemented. Performance assessment entails 
updating the matrix, since the operating conditions of the system may change (e.g., changes in system load). 
The Decision Module determines the best alternative to achieve the maximum value of the utility function 
based on the matrix for selecting the optimal solution. In addition, when a decision is made to offload the IoT 
device, the availability of resources and services at that moment is verified and a connection to another system 
is executed. In the event of errors, an alternative solution can be selected, with record-keeping so that, in the 
case of recurring errors, the necessary procedures can be undertaken. 
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Figure 5. Framework and main components of the service allocation decision-making mechanism 

The proposed formulation is intended to provide a generalized QoS-aware framework for service allocation 
rather than a solver-specific optimization model. Consequently, the framework does not impose a single 
optimization strategy, but instead allows the integration of different optimization, heuristic, metaheuristic, 
machine learning, or multi-criteria decision-making approaches depending on the requirements, complexity, 
and constraints of specific IoT application scenarios. The selection and implementation of a concrete solver 
strategy therefore remain application-dependent and represent an important direction for future experimental 
research and implementation. 

6. Scenario-based evaluation of the proposed framework 
To further demonstrate the applicability of the proposed QoS-aware decision-making framework, a smart tram 
monitoring use-case scenario was developed within the context of a smart city tram transportation system 
(Figure 7). The objective of this evaluation is not to model all possible deployment configurations and 
communication conditions, but to illustrate how the proposed framework supports service allocation decisions 
across CRU, Fog/Edge, and Cloud layers under different processing and communication strategies. The 
evaluation focuses on the impact of service allocation on key QoS indicators, including service execution time, 
energy consumption, throughput, and network coverage.  
 

CONTEXT MODULE

IoT device profile and settings: Dsp(C)

Computing system settings: Osp(C)

Possible integration profiles: Nmod(C)

KPI - (pi,wi), QoS requirements: QoS(r)
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EVALUATION MODULE

Evaluation of key indicators: System performance evaluation:                 

Discovery of available resources

Connection management

Selection of the model

System error detection

DECISION (processing or forwarding data to another available system)
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Creation of a matrix for selecting the optimal model          

Context (system state) profile: CP  
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Figure 6. Algorithm for decision-making on service allocation 
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Figure 7. IoT architecture and communication scenarios for smart tram monitoring systems 

The considered application represents a smart tram transportation system equipped with multiple IoT devices 
and monitoring components, including four 720p surveillance cameras, a GPS positioning module, passenger 
counting sensors, ticket validation devices, a driver terminal, smoke and fire detection sensors, temperature 
sensors, door safety sensors, and an emergency alarm button. These devices continuously generate 
heterogeneous operational, monitoring, and safety-related data that may be processed locally at the CRU or 
offloaded to Fog/Edge or Cloud infrastructure depending on the selected service allocation strategy. 

For evaluation purposes, the generated traffic is classified into two categories: safety-critical sensor data 
and video surveillance data. Safety-critical services, including smoke/fire detection, temperature monitoring, 
door safety monitoring, and emergency alarm activation, are latency-sensitive and may be processed at the 
CRU, Fog, or Cloud layer. In contrast, video surveillance services generate substantially larger communication 
loads and require more computational resources, making them suitable for Fog/Edge or Cloud-based 
processing. Although passenger counting, GPS tracking, and ticket validation services generate comparatively 
lower traffic volumes, they remain important for operational supervision and transportation-system 
monitoring. 

All devices initially transmit data to a Central Routing and Processing Unit (CRU) installed within the 
tram. The CRU may process part of the collected data locally or forward the data to external Fog/Edge or 
Cloud infrastructure through the available communication network. Consequently, the CRU represents the 
local IoT processing layer within the proposed architecture. 

6.1. Use-case scenario and evaluation setup 
For evaluation purposes, the generated traffic is classified into two categories: safety-critical sensor data and 
video surveillance data. Safety-critical sensor data represent approximately 10% of the total generated traffic 
and include services such as smoke/fire detection, temperature monitoring, door safety monitoring, 
emergency alarms, GPS tracking, passenger counting, and ticket validation events. Video surveillance data 
represent the remaining 90% of the generated traffic and originate from continuous onboard camera streams. 
Safety-critical sensor data may be processed at the CRU, Fog, or Cloud layer depending on the selected 
scenario, while video surveillance data are assumed to require computationally intensive processing and are 
therefore processed only at the Fog or Cloud layer. The processing results of safety-critical sensor data must 
be delivered to the CRU to support immediate driver notification and emergency response, whereas video 
analytics results are delivered to the monitoring center supported by the Cloud/data center infrastructure. 

Different communication technologies and service allocation approaches were considered in order to 
evaluate the flexibility and effectiveness of the proposed framework. The following service allocation 
scenarios were analyzed: 

1. S1 (CLD-WF): All safety-critical sensor data and video surveillance data are transmitted through 
the onboard Wi-Fi gateway and station AP/Fog relay infrastructure toward the Cloud/data center, 
where all processing and analytics are performed. The obtained safety-critical notifications are 
returned to the CRU. 
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2. S2 (FOG-WF): All safety-critical sensor data and video surveillance data are transmitted through 
the onboard Wi-Fi gateway to the station-based Fog node, where data processing is performed. The 
obtained safety-critical notifications are returned to the CRU, while video analytics results are 
forwarded to the monitoring center for storage and supervision. 

3. S3 (CRU-CLD-WF): Safety-critical sensor data are processed locally on the CRU, while video 
surveillance data are transmitted through the onboard Wi-Fi gateway and AP/Fog relay 
infrastructure toward the Cloud/data center, where video processing and analytics are performed. 

4. S4 (CRU-FOG-WF): Safety-critical sensor data are processed locally on the CRU, while video 
surveillance data are transmitted through the onboard Wi-Fi gateway toward the Fog/AP 
infrastructure for video pre-processing and filtering before being forwarded to the Cloud/data 
center for storage and advanced analytics. 

5. S5 (CRU-CLD-LTE): Safety-critical sensor data are processed locally on the CRU, while video 
surveillance data are transmitted through the onboard LTE gateway toward the monitoring center, 
where video processing and storage are performed within the Cloud/data center infrastructure. 

6. S6 (CLD-LTE): All safety-critical sensor data and video surveillance data are transmitted through 
the onboard LTE gateway toward the monitoring center, where all processing and analytics are 
performed within the Cloud/data center environment. The obtained safety-critical notifications are 
returned to the CRU. 

7. S7 (FOG-CLD-WF): All safety-critical sensor data and video surveillance data are transmitted 
through the onboard Wi-Fi gateway to the station-based Fog node, where safety-critical sensor data 
are processed to generate low-latency alerts and operational notifications returned to the CRU. 
Simultaneously, video surveillance data are forwarded through the optical backhaul toward the 
Cloud/data center infrastructure, where video processing, analytics, and long-term storage are 
performed. 

In the considered urban transportation environment, Wi-Fi-based communication was modeled as a 
shared access segment in which multiple trams located within the coverage area of the same station AP/Fog 
infrastructure simultaneously share the available communication capacity. Consequently, the effective 
transmission time in Wi-Fi scenarios depends on the aggregate traffic generated by all active trams within the 
considered communication domain. In contrast, LTE-based communication scenarios were modeled assuming 
realistic urban cellular deployment conditions in which trams may operate within the coverage areas of 
different LTE cells or sectors during movement through the transportation network. Therefore, LTE 
communication was modeled using representative per-tram uplink and downlink throughput values without 
strict aggregation of the generated traffic within a single shared LTE cell. 

For the purposes of the evaluation, each tram is assumed to generate approximately 8 MB of input data 
during the considered transmission interval. The communication model assumes a packet size of 1024 bytes, 
while the total packet size including IP and UDP headers is 1052 bytes. The communication data rate is 
assumed to be 8000 kbps, resulting in approximately 7813 packets per transmission interval. In addition, a 
response payload of 10 kB is considered to represent alarm notifications, summarized operational information, 
or safety-critical feedback returned to the CRU after Fog or Cloud processing. 

Based on experimental throughput measurements reported for IEEE 802.11n wireless networks, a 
representative throughput value of 50 Mbps was adopted for Wi-Fi-based communication scenarios (Yeoh, 
2010). For LTE communication, average downlink and uplink throughput values of approximately 35 Mbps 
and 20 Mbps, respectively, were obtained through field measurements in the considered urban environment 
and subsequently adopted as representative LTE communication parameters. Fog/Edge nodes are 
interconnected with the monitoring center through high-speed optical infrastructure with an assumed 
throughput of 1 Gbps. The selected communication parameters were chosen to reflect realistic operating 
conditions in urban public transportation systems. 

For the analytical estimation of computation time, the CRU was modeled as a lightweight onboard 
processing platform with a 1.4 GHz single-core processor. The Fog/Edge layer was represented by a medium-
capacity edge node equipped with a 2.1 GHz quad-core processor, while the Cloud layer was modeled as a 
higher-capacity server with an 8-core processor operating at 3.6 GHz. Although processor frequency and the 
number of CPU cores do not fully capture the complete performance of real systems, these representative 
configurations provide a consistent basis for comparative evaluation of processing capabilities and service 
execution times across different service allocation strategies. 
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6.2. Selection and weighting of QoS key performance indicators 
The key performance indicators (KPIs) considered in this evaluation were selected to capture the most 
important performance, communication, and deployment characteristics of the proposed layered IoT 
architecture. The selected KPIs include service execution time, energy consumption, network throughput, and 
network coverage. Together, these indicators provide a representative basis for evaluating the effectiveness 
of different service allocation strategies across the CRU, Fog/Edge, and Cloud layers. 

Service execution time represents the overall end-to-end time required for successful service completion. 
It includes both network transmission time and computation time associated with the selected processing 
infrastructure. This KPI is particularly important in smart transportation systems due to the need for real-time 
monitoring, rapid incident detection, emergency response, and timely delivery of operational information. 

Energy consumption reflects the computational and communication-related energy requirements of the 
onboard CRU infrastructure. Although the tram provides a permanent power supply, practical operation has 
shown that voltage instability, temporary power fluctuations, and emergency operating conditions may lead 
to instability, degraded performance, or unexpected resets of onboard processing and communication devices. 
Consequently, reducing computational and communication-related energy consumption contributes not only 
to lower operational power requirements, but also to improved stability, reliability, and continuous operation 
of the onboard IoT infrastructure. In the presented evaluation, the energy consumption of the CRU is analyzed 
with respect to both local data processing and wireless data transmission activities performed through Wi-Fi 
and LTE communication technologies under different service allocation scenarios. 

Network throughput represents the effective communication capacity available for data transmission 
between the CRU, Fog/Edge infrastructure, and the Cloud-supported monitoring center. This KPI is 
particularly relevant in scenarios involving continuous video surveillance streams and high-volume sensor 
traffic, where insufficient throughput may result in communication bottlenecks, increased delays, and reduced 
scalability. It is represented using the effective uplink throughput of the communication technology used in 
each scenario. This choice is justified by the fact that the dominant traffic flow in the considered smart tram 
monitoring system is generated onboard and transmitted from the CRU toward the Fog/AP or Cloud-supported 
monitoring infrastructure. Downlink throughput was not selected as a primary KPI because the returned 
safety-critical notifications are comparatively small in size and do not represent the dominant communication 
load. 

Network coverage reflects the availability and continuity of communication connectivity during tram 
operation. Since the considered architecture relies on Wi-Fi or LTE communication technologies, coverage 
directly influences service availability, monitoring continuity, and the reliability of safety-critical data 
transmission. 

To determine the relative importance of the selected QoS criteria, the Fuzzy Analytic Hierarchy Process 
(FAHP) was employed. The method provides a structured mechanism for evaluating the relative importance 
of QoS criteria and deriving consistent weighting factors for subsequent multi-criteria analysis. FAHP was 
selected because it enables systematic weighting of multiple decision criteria while accounting for uncertainty 
and imprecision commonly associated with expert judgments. The pairwise comparison matrix was 
constructed based on expert assessments performed by the authors, drawing on their experience with real-
world IoT-based transportation monitoring systems whose operational characteristics closely resemble the 
considered smart tram scenario. The evaluation primarily considered the expected impact of each KPI on 
service quality, operational reliability, and communication performance within the proposed layered IoT 
architecture. 

The relative importance of the selected QoS key performance indicators, determined using the FAHP 
method, is presented in Table 1. The obtained FAHP weights indicate that service execution latency represents 
the most influential decision criterion with a weight, followed by network coverage, network throughput, and 
energy consumption.  

 
KPI Weight Rank 
Service execution latency 0.537 1 
Network coverage 0.309 2 
Network throughput 0.123 3 
Energy consumption 0.031 4 

Table 1. FAHP-derived weighting factors for the selected QoS key performance indicators 
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These results suggest that timely service delivery and communication availability are considered significantly 
more important than energy-related aspects in the considered transportation monitoring environment, 
reflecting the priority of maintaining reliable operation of safety-critical and real-time services. These 
weighting factors represent the relative importance of the considered QoS criteria and provide the basis for 
the subsequent utility-based multi-criteria evaluation of the analyzed service allocation scenarios. The 
analytical models, assumptions, and evaluation results associated with each KPI are presented in the following 
subsections. 

6.2.1. Service execution time analysis 

Service execution time was estimated as the sum of network transmission time and computation time required 
to obtain the corresponding processing results at their functional destinations. For safety-critical sensor data, 
the result must be available at the CRU to support immediate driver notification and emergency response, 
while video analytics results must be available at the monitoring center supported by the Cloud/data center 
infrastructure. In scenarios where Fog processing produces outputs for both destinations and these outputs 
are transmitted in parallel, the overall service execution time is determined by the slower communication 
path: 

𝑇𝑠𝑒𝑟𝑣𝑖𝑐𝑒 = max (𝑇𝐶𝑅𝑈_𝑟𝑒𝑠𝑢𝑙𝑡,  𝑇𝑚𝑜𝑛𝑖𝑡𝑜𝑟𝑖𝑛𝑔_𝑟𝑒𝑠𝑢𝑙𝑡) 

The analytical estimation of computation time was based on the widely adopted Mobile Edge Computing 
(MEC) processing model, where execution time is calculated as the ratio between the required computational 
workload and the available processing capacity of the selected infrastructure (Mao et al., 2017). Accordingly, 
the computation time was estimated as: 

𝑇𝑐𝑜𝑚𝑝 =
𝐷 × 𝐶

𝑓𝐶𝑃𝑈 × 𝑁𝑐𝑜𝑟𝑒𝑠
 

where 𝐷represents the amount of processed data (bit), 𝐶denotes the required number of CPU cycles per 
bit, 𝑓𝐶𝑃𝑈is the processor frequency, and 𝑁𝑐𝑜𝑟𝑒𝑠 represents the number of available CPU cores. 

More specifically, the computation time was estimated according to the relationship between the 
generated data volume, the required number of CPU cycles per bit, and the available processor capacity 
expressed through CPU frequency and the number of processing cores. For the purposes of this evaluation, a 
representative computational workload of 1000 CPU cycles/bit was adopted, following commonly used 
assumptions in MEC and computation offloading studies (Čolaković, 2023; C. Wang et al., 2017). This value 
provides a simplified and consistent basis for comparative analysis of different service allocation scenarios. 
However, more precise estimation would require detailed profiling of different application types and data 
categories, particularly safety-critical sensor data and computationally intensive video surveillance data. 

Network transmission time was estimated using an analytical communication model based on the ratio 
between transmitted data volume and available network bandwidth, similarly to previous IoT offloading and 
performance evaluation studies (Čolaković, 2023). In addition to the transmission delay component, a fixed 
urban optical WAN/backhaul latency of 30 ms was considered in scenarios involving communication between 
Fog/AP infrastructure and the central monitoring/data center infrastructure. This value was introduced to 
approximate propagation, routing, and backbone communication delays in the considered urban 
environment. 

For network transmission estimation, the generated communication traffic was modeled at the packet 
level. An application packet size of 1024 bytes was assumed, while the total transmitted packet size including 
IP and UDP headers was 1052 bytes. Based on the generated input data volume of 8 MB per tram, the 
estimated maximum number of transmitted packets was approximately 7813 within the observed transmission 
interval. The transmission delay was then calculated using the effective throughput of the corresponding 
communication technology and the communication load generated by simultaneously active trams within the 
considered communication segment. This packet-level approach provides a more realistic approximation than 
a simplified continuous bitrate model, particularly for wireless IoT scenarios involving packet overhead, 
shared medium access, and multiple active communication nodes. 

Figure 8 illustrates the estimated service execution times for the analyzed service allocation scenarios as 
a function of the number of simultaneously active trams, highlighting the impact of processing location and 
communication infrastructure on overall service responsiveness. 
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Figure 8. Service execution time comparison for different service allocation scenarios and numbers of 

simultaneously active trams 

The obtained results demonstrate that service execution time is strongly affected by both the selected 
processing layer and the communication technology. Scenarios that require intensive Fog-based processing of 
the complete generated traffic, particularly S2 (FOG-WF) and S4 (CRU-FOG-WF), produced the highest 
execution times. For six simultaneously active trams, the execution time reached 6739.3 ms in S2 and 6068.4 
ms in S4, indicating that the Fog layer becomes a bottleneck when it is responsible for processing large 
volumes of video surveillance data in addition to safety-critical sensor traffic. 

The best performance under low-load conditions was achieved by S7 (FOG-CLD-WF), with 475.0 ms for 
one tram. This scenario processes safety-critical sensor data at the Fog layer, while video surveillance data 
are forwarded to the Cloud/data center infrastructure for processing and storage. This confirms the advantage 
of separating latency-sensitive services from computationally intensive video analytics. However, as the 
number of simultaneously active trams increases, the execution time in S7 also increases due to shared Wi-Fi 
communication and the forwarding of video traffic toward the Cloud, reaching 2525.0 ms for six trams. 

Scenario S3 (CRU-CLD-WF) also shows favorable performance because safety-critical sensor data are 
processed locally at the CRU, while only video surveillance data are transmitted toward the Cloud/data center 
infrastructure. Its execution time increases from 776.9 ms for one tram to 2425.5 ms for six trams, indicating 
better scalability than full Fog-processing scenarios. This result confirms that local processing of low-volume, 
latency-sensitive data can reduce the dependency on remote processing and improve responsiveness. 

LTE-based scenarios show different behavior. S5 (CRU-CLD-LTE) and S6 (CLD-LTE) have higher initial 
communication delay due to lower LTE uplink throughput and additional cellular/core-network latency. 
However, their degradation with increasing numbers of trams is less pronounced because LTE communication 
was modeled using representative per-tram throughput values under urban multi-cell deployment 
assumptions. As a result, S5 becomes one of the most scalable scenarios under higher traffic loads, reaching 
1873.1 ms for six trams. 

Overall, the results confirm that no single service allocation scenario is optimal under all conditions. The 
ranking of scenarios changes depending on the number of simultaneously active trams, communication 
technology, and processing distribution. This supports the need for a QoS-aware decision-making framework 
capable of selecting the most suitable service allocation strategy according to current operational conditions 
and KPI priorities. 

6.2.2. Energy consumption analysis 

The estimation of CRU energy consumption was based on the analytical energy-consumption model proposed 
in (Čolaković, 2023), which considers both local data processing and wireless data transmission activities. 
For local data processing, the power-consumption parameters reported in (Bozorgchenani et al., 2019) were 
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adopted, where the CRU requires (𝑃𝐿 = 900 mW) during active processing and (𝑃𝑖𝑑𝑙𝑒 = 10 m) during idle 
operation. The energy associated with wireless data transmission was estimated separately for Wi-Fi and LTE 
communication technologies. For Wi-Fi communication, the transmission-related power model parameters 
were assumed as 𝑝𝑢 = 283.17 𝑚𝑊/𝑀𝑏𝑝𝑠 and 𝛽 = 132.86 m𝑊, while for LTE communication the adopted 
parameters were 𝑝𝑢 = 438.39 mW/Mbps and 𝛽 = 1288.04 W (Huang et al., 2012). These parameters were used 
to comparatively evaluate the influence of different service allocation strategies and communication 
technologies on the operational energy requirements of the CRU. 

Figure 9 presents the estimated CRU energy consumption obtained for the analyzed service allocation 
scenarios under different traffic loads represented by the number of simultaneously active trams. The obtained 
energy-consumption results demonstrate a strong dependence on the selected processing location and 
communication technology. The highest energy consumption was observed in scenarios S3 (CRU-CLD-WF) 
and S4 (CRU-FOG-WF), where safety-critical sensor data are processed locally at the CRU. In these scenarios, 
local computation dominates the overall energy consumption, resulting in values exceeding 516 J, which is 
more than 40 times higher than the energy consumption observed in the remaining scenarios. For this reason, 
S3 and S4 were excluded from the graphical presentation (Figure X) in order to preserve readability and 
improve visual interpretation of the comparative results. 

 

 
Figure 9. CRU energy consumption comparison for selected service allocation scenarios and numbers of 

simultaneously active trams 

The lowest energy consumption was achieved by S7 (FOG-CLD-WF) under low traffic conditions, with a value 
of 2250 mJ for a single active tram. This scenario minimizes computational workload at the CRU by offloading 
all generated data to the Fog layer, where safety-critical sensor data are processed and video surveillance data 
are forwarded toward the Cloud/data center infrastructure. Similarly, S1 (CLD-WF) and S2 (FOG-WF) also 
demonstrate relatively low energy requirements because they eliminate local CRU processing and primarily 
rely on Wi-Fi-based transmission. 

The LTE-based scenarios exhibit different behavior. Due to the higher transmission-related power 
coefficients associated with LTE communication, S6 (CLD-LTE) initially produces the highest transmission-
related energy consumption among the offloading-oriented scenarios, reaching 5497.9 mJ for a single active 
tram. However, under the adopted communication model, the effective LTE transmission load assigned to an 
individual tram decreases as the number of simultaneously active trams increases, resulting in a gradual 
reduction of the estimated CRU transmission energy. Consequently, the energy consumption of S5 (CRU-CLD-
LTE) decreases from 4387.5 mJ to 3731.3 mJ, while S6 (CLD-LTE) decreases from 5497.9 mJ to 4768.7 mJ 
as the number of active trams increases from one to six. 

Overall, the obtained results indicate that local processing represents the dominant contributor to CRU 
energy consumption within the considered analytical model. The results further demonstrate that service 
allocation strategies that reduce computational workload at the CRU can significantly improve energy 
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efficiency. Therefore, from an energy-consumption perspective, scenarios based on Fog- and Cloud-assisted 
processing are generally more favorable than scenarios relying on local CRU processing of safety-critical data. 

6.2.3. Network throughput analysis 

Network throughput was considered as a communication-capacity KPI and represented using the effective 
uplink throughput of the communication technology employed in each service allocation scenario. This choice 
is justified by the fact that the dominant traffic flow in the considered smart tram monitoring system originates 
at the CRU and is transmitted toward Fog/AP or Cloud-supported monitoring infrastructure. Since the 
returned safety-critical notifications are comparatively small, downlink throughput was not considered a 
primary evaluation parameter. 

For Wi-Fi-based scenarios, throughput was estimated as an effective per-tram throughput because the 
station-based AP/Fog infrastructure represents a shared communication medium. Consequently, the available 
Wi-Fi throughput was proportionally divided among simultaneously active trams. In contrast, LTE-based 
scenarios were evaluated using representative per-tram uplink throughput values, assuming an urban multi-
cell deployment in which different trams may be served by different LTE cells or sectors. 

Figure 10 presents the effective uplink throughput obtained for the analyzed service allocation scenarios 
and different numbers of simultaneously active trams. 

 

 
Figure 10. Effective uplink throughput comparison for different service allocation scenarios and numbers of 

simultaneously active trams 

The results show that throughput is primarily determined by the characteristics of the communication 
infrastructure rather than by the selected processing layer. Under low-load conditions, all Wi-Fi-based 
scenarios achieved an effective throughput of 50 Mbps, significantly outperforming the LTE-based scenarios, 
which provide a representative uplink throughput of 20 Mbps. This higher communication capacity directly 
supports the transmission of high-volume video surveillance traffic and large-scale IoT data streams generated 
within the tram environment. However, because the Wi-Fi infrastructure represents a shared communication 
medium, the effective throughput available to each tram decreases as the number of simultaneously active 
trams increases. Consequently, the effective Wi-Fi throughput decreases from 50 Mbps for a single tram to 
8.3 Mbps when six trams simultaneously share the same AP/Fog communication segment. In contrast, the 
LTE-based scenarios maintain a constant representative throughput of 20 Mbps under the adopted urban 
multi-cell deployment assumption. 

These results indicate that Wi-Fi communication provides superior throughput performance under low 
and moderate traffic conditions, while LTE communication becomes more advantageous as network 
utilization increases. More specifically, Wi-Fi-based scenarios outperform LTE when one or two trams are 
simultaneously active, whereas LTE provides higher effective throughput when three or more trams operate 
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within the same Wi-Fi coverage area. Consequently, throughput represents not only a communication-
performance indicator, but also an important measure of scalability and communication-resource availability 
within the proposed layered IoT architecture. 

6.2.4. Network coverage analysis 

Network coverage was considered as a deployment-level KPI reflecting the availability and continuity of 
communication connectivity along the tram transportation corridor. LTE-based scenarios were assumed to 
provide continuous communication coverage throughout the considered urban operating area due to the 
existing cellular infrastructure and mobility-oriented communication support. In contrast, Wi-Fi/Fog-based 
scenarios were assumed to provide approximately 80% route coverage because of the station-based 
deployment of AP/Fog infrastructure and the limited practical outdoor communication range of IEEE 802.11n 
technology. In the considered real-world tram transportation environment, AP/Fog nodes are assumed to be 
installed at tram stations, where the distance between neighboring stations typically ranges from 
approximately 500 m to 800 m. As a result, continuous communication coverage cannot be guaranteed along 
the entire route, and intermittent communication gaps may occur between adjacent station coverage areas, 
particularly along longer route segments. Consequently, Wi-Fi-based communication provides only partial 
corridor coverage compared to LTE-based communication, which is designed to support continuous 
connectivity during vehicle mobility. 

Although Wi-Fi-based scenarios generally provide higher throughput under low and moderate traffic 
conditions, their coverage is inherently limited by the deployment density and geographical distribution of 
station-based AP/Fog infrastructure. As a result, temporary communication interruptions may occur when 
trams move outside the coverage areas of individual access points. 

In contrast, LTE-based scenarios provide continuous connectivity across the entire considered 
transportation corridor. This characteristic is particularly important for safety-critical monitoring services, 
emergency notifications, and real-time operational supervision, where communication availability may be 
more important than achieving the highest possible throughput. Continuous network coverage also improves 
service reliability by reducing the probability of communication interruptions during tram movement. 

Therefore, network coverage represents an important deployment-related QoS indicator that 
complements the performance-oriented KPIs considered in this study. While Wi-Fi/Fog-based communication 
can offer superior throughput and lower transmission costs in certain operating conditions, LTE-based 
communication provides greater connectivity continuity and operational reliability. Consequently, the 
selection of an appropriate service allocation strategy should consider not only latency, energy consumption, 
and throughput, but also the availability of communication infrastructure along the transportation route. 

6.3. Utility-based evaluation and discussion 
While the individual KPI analyses provide valuable insight into specific performance aspects of the considered 
service allocation scenarios, practical deployment decisions typically require the simultaneous consideration 
of multiple and often conflicting objectives. For example, a scenario that minimizes service execution time 
may not necessarily achieve the lowest energy consumption, while a communication technology offering 
higher throughput may provide lower network coverage. Therefore, selecting the most appropriate service 
allocation strategy requires a comprehensive multi-criteria evaluation capable of balancing different QoS 
requirements and operational priorities. 

To address this challenge, the proposed QoS-aware framework incorporates utility-based decision-
making using the normalized KPI values obtained from the analytical evaluation. The normalization process 
is performed through sigmoid utility functions, enabling heterogeneous performance indicators with different 
units and value ranges to be transformed into a common utility scale. The resulting utility values are 
subsequently combined using KPI weighting factors in order to calculate an overall utility score and rank the 
analyzed service allocation scenarios. 

To evaluate the influence of KPI weighting strategies on the final service allocation decision, two 
weighting configurations were considered. The first configuration assigns equal importance to all KPIs (0.25 
each), representing a balanced evaluation scenario without predefined priorities. The second configuration 
employs the weighting factors obtained through the FAHP procedure, reflecting the relative importance of 
the considered QoS criteria derived from expert assessment. The normalized KPI values were subsequently 
incorporated into the proposed utility-based decision-making model in order to rank the analyzed service 
allocation scenarios and assess the adaptability of the proposed framework under different decision-making 
priorities. 
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The normalized KPI values were incorporated into the proposed utility-based decision-making model in 
order to calculate the overall utility score for each service allocation scenario. Figure 11 presents the obtained 
utility scores for different numbers of simultaneously active trams using the considered KPI weighting 
configuration. The results provide a comprehensive assessment of the analyzed scenarios by simultaneously 
considering service execution time, energy consumption, network throughput, and network coverage. 
 

 
Figure 11. Utility-based scenario ranking using equal KPI weights 

Figure 12 presents the utility-based ranking obtained using FAHP-derived KPI weights: service execution 
latency = 0.537, energy consumption = 0.031, network throughput = 0.123, and network coverage = 
0.309. 

 

 
Figure 12. Utility-based scenario ranking using FAHP-derived KPI weights 

 



JOURNAL OF INFORMATION AND ORGANIZATIONAL SCIENCES 

 

286 JIOS, VOL. 50, NO. 2 (2026), PP. 263-292 

The results obtained using equal KPI weights (0.25 for each criterion) indicate that the LTE-based scenarios 
S5 and S6 consistently achieve the highest utility scores across all considered traffic loads. For a single active 
tram, S6 achieves the highest utility score (0.80), closely followed by S5 (0.79), while the hybrid Wi-Fi-based 
scenario S7 achieves a comparable score of 0.78. However, as the number of simultaneously active trams 
increases, the utility scores of Wi-Fi-based scenarios decrease more rapidly due to the reduction of available 
throughput and the limited network coverage associated with the station-based AP/Fog infrastructure. 
Consequently, for higher traffic loads, S5 and S6 become the dominant alternatives. 

The equal-weight evaluation further demonstrates that scenarios S3 and S4 consistently achieve the 
lowest utility scores. This behavior is primarily caused by their significantly higher service execution times 
under increasing communication and processing loads. In contrast, S7 performs well under low-load 
conditions because it achieves the lowest service execution time, but its overall ranking gradually deteriorates 
as throughput and coverage limitations become more influential. 

When the FAHP-derived KPI weights are applied, the overall ranking remains generally consistent; 
however, the differences between scenarios become more pronounced. Since service execution latency (0.537) 
and network coverage (0.309) received the highest importance weights, the evaluation increasingly favors 
scenarios capable of maintaining low response times and continuous communication availability. As a result, 
S5 and S6 further strengthen their leading positions across all considered traffic loads. For example, under six 
simultaneously active trams, S5 and S6 maintain utility scores of 0.75 and 0.72, respectively, whereas the 
utility scores of S2 and S4 decrease to 0.20 and 0.11. 

The comparison between the two weighting configurations clearly demonstrates the impact of decision-
maker priorities on the final service allocation decision. Under equal weights, the evaluation provides a 
balanced consideration of all QoS criteria and allows hybrid Wi-Fi/Fog-Cloud solutions such as S7 to remain 
competitive under low-load conditions. In contrast, the FAHP-based evaluation places greater emphasis on 
latency and communication availability, thereby increasing the preference for LTE-based deployment 
strategies. This observation highlights an important characteristic of the proposed framework: the optimal 
service allocation strategy is not fixed, but depends on both operational conditions and the relative importance 
assigned to individual QoS criteria. 

An additional observation is that the utility-based rankings differ from the conclusions that would be 
obtained by considering individual KPIs independently. For example, S7 achieved the best service execution 
time under low-load conditions, while S1 and S2 demonstrated favorable energy-consumption characteristics 
and Wi-Fi-based scenarios achieved the highest throughput under low traffic loads. Nevertheless, none of 
these scenarios consistently achieved the highest overall utility score once all QoS indicators were evaluated 
simultaneously. This confirms the necessity of multi-criteria decision-making and validates the applicability 
of the proposed QoS-aware decision-making framework for service allocation within layered IoT architectures. 

7. Architectural styles for implementing the proposed mechanism 
The proposed QoS mechanism can be implemented in software across all layers of the architecture, with the 
functions and complexity of implementation depending on the performance capabilities of the infrastructure 
at each layer.  

7.1. Resources and requirements of IoT architectural layers 
Given the varying performance levels and specific characteristics of the infrastructure within each layer, it is 
necessary to consider certain requirements and resources that constrain the possible architectural styles for 
the implementation. 

IoT devices (perception layer) performs basic tasks such as data collection, initial processing, and data 
filtering. They are generally limited in terms of processing and memory capacity; therefore, only lightweight 
modules of the QoS mechanism can be processed on them (e.g., implementation of local rules for static 
decision-making, real-time control, etc.). Consequently, only simple software agents or services providing 
rules (e.g., latency or energy thresholds) can be deployed directly on these devices. The implementation 
strategy corresponds to distributed variant and hierarchical approaches described bellow, where a rapid local 
response is required with minimal overhead. For development and deployment of modules on IoT devices, 
the utilization of C, C++, and Rust programming languages is firmly required, given the efficient utilization 
of limited cumputing resources, memory safety, and their direct interaction with the hardware. Alternatively, 
whenever an IoT device resources allow, the MicroPython provides enhanced development and runtime 
environment for the higher level logic (Plauska et al., 2023). 
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Edge/Fog devices (gateways, microservers, MEC nodes) host the core of the dynamic decision-making 
approach, including their utility functions and the corresponding algorithms for multi-criteria decision-
making. 

The Edge/Fog nodes run “QoS brokers” or “QoS Decision Engines”, which analyze KPIs and determine 
whether a task should remain locally processed (i.e., if they can complete the required services) or sould be 
further delivered to the Cloud. The main challenges at this layer involve ensuring system reliability in 
environments with variable loads and selecting the most appropriate approach. 

For agile development and deployment, the implementation requires containerization  of the software 
solution using Docker or Podman with lightweight orchestration, such as k3s or k0s (Z. Wang et al., 2022). 
The contenerization also supports different architectural styles, regardless of their implementation approach, 
e.g., distributed or centralized. Given ehnanced memory and computing resources compared to the perception 
layer, the utilization of the implementation framework and programming environment consenquently differs. 
The suitable programming languages include Pythondue to its extensive libraries for data processing, and Go 
for its high performance and ease of parallelization. However, when development of the more complex system 
services is required, or when high-performance Edge/Fog devices are available, the Node.js, C++, and Java, 
enable rapid implementation of complex algorithms while efficiently utilizing available resources. 

The Cloud layer handles complex and resource-intensive processes, such as big data analytics, long-
term storage, and machine learning (ML) model training. Within the proposed mechanism, the Cloud layer is 
responsible for centralized analysis and optimization, including the evaluation of strategies, updating of QoS 
profiles, and the global resource management. The dynamic updating of weighted KPI values and the 
prediction of system states under different conditions also executed on this layer, due to their resource-
intensive requirements. Simlarily to the the Edge/Fog layer, the deployment allows contenerization of the 
software solution with enhanced platform capabilities, though. Multiple containers require dedicated tools 
for their orchestration (e.g., Kubernetes), following service registries (e.g., Docker Registry), and centralized 
metadata management (e.g., PostgreSQL). Additionally, when containers are deployed on Edge devices, 
utilization of KubeEdge provides their centralized orchestration (Mutichiro et al., 2021). 

In terms of the development environment and programming languages for the implementation, the 
choice is less restricted compared to previous layers. The requirements are mostly related to scalability and 
ability of processing of large data volumes. The commonly used options including Python (for ML and 
analytics), Java/Scala (for distributed systems and big data frameworks such as Spark or Flink), and Go (for 
microservices and orchestration) (Bajaj et al., 2022). These languages also support  integration with 
orchestration tools such as Kubernetes and KubeEdge. 

7.2. Architectural styles 
The proposed mechanism allows implementation using of the following architectural styles: Distributed (IoT–
Edge/Fog–Cloud), Centralized (single QoS controller), Sharding-based (multiple controllers with identical 
roles), and Hierarchical (local–regional–central levels). 

Distributed implementation across layers (IoT – Edge/Fog – Cloud) where each layer assumes the 
portion of services from the proposed mechanism that best matches its resources and the IoT application 
requirements (Fernando et al., 2025). For example, IoT devices running FreeRTOS/Zephyr OS execute local 
rules; Edge/Fog nodes use lightweight containerization (Docker/k3s) for the QoS broker; in the Cloud layer, 
a system is launched for orchestrating containerized applications on Edge devices (KubeEdge), as well as 
MLFlow for model training. In this way, the functional decomposition is provided, i.e., the appropriate 
modules are deployed on different devices. For example, IoT devices perform lightweight functions with static 
decision-making at the local level, Edge/Fog makes the main decision, while the Cloud processes long-term 
analytics, automates deployment, scaling, and container management, as well as the model training. 

The advantages of the style include resource optimization, reduced latency, and improved scalability. 
The drawback lies in the complexity of coordination and synchronization, as well as in deciding which layers 
of the IoT architecture should be assigned to particular functional modules of the mechanism. The most 
suitable scenarios for this implementation are dynamic and heterogeneous environments, where both speed 
and global optimization of resources and performance are important. 

Centralized implementation on a single dedicated device (“QoS controller”) involves deployment 
of all decision-making modules on a single controller, such as an industrial controller (Memon et al., 2025). 
IoT and Edge/Fog devices only send data and execute commands based on feedback from the central 
controller. 

The advantages of the style include straigforward deployment and maintenance, as well as the better 
synchronization across the system. However, its drawbacks lie in the performance limitations of the central 
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controller, includeing presence of the single point of failure (if an error occurs on the controller, the entire 
system is affected), and additional latency in communication with remote nodes. To mitigate the risks 
associated with a single point of failure, a certain solution for redudancy should be employed. Therefore, this 
style is most suitable for small to medium-sized IoT systems and environments with stable network 
connections. 

Multiple dedicated devices with identical roles (horizontal sharding) involve deployment of several 
identical controllers, each responsible for its own shard (e.g., zone, service type, etc.) (Xiong et al., 2025). 
The main advantage of this style is improved scalability and resilience, without overload on a single controller. 
However, its drawbacks include challenges related to load balancing and service migration between shards.  

The most suitable implementation of this style include smart city scenarios and large-scale IoT systems  
where each controller is responsible for a specific zone or one or more services. The example include 
intelligent transportation systems with thousands of sensors or urban IoT platforms. 

Hierarchical style (local + regional + central controller) involves a multi-level control structure, 
where the local controller makes real-time decisions and manages IoT devices, following regional controllers 
oversee the Edge/Fog layer, and the central controller performs optimization and model training 
(Papaioannou et al., 2025). The central controller additionally sends feedback to the local and regional 
controllers enabling dynamic decision-making. 

The main advantage of this style is the balance between speed and global optimization, including 
resilience to network disruptions. However, its drawback lies in the complex coordination required among 
controllers and the requirement for clearly defined priority rules. The most suitable scenarios for the 
implementation of the the mechanism in this style include complex distributed systems, such as Industry 4.0, 
energy management, and smart factories. Table 2 presents a summary of the advantages, disadvantages, and 
application areas of architectural styles. 

The proposed architectural implementation styles are fully aligned with the architecture and the 
proposed decision-making mechanism. The three-layer structure (IoT devices – Edge/Fog – Cloud) is extended 
with the possibility of centralized or distributed mechanism implementation, where each layer utilizes 
appropriate platforms, operating systems, protocols, and development frameworks: IoT devices focus on 
minimalist agents and energy-efficient protocols, the Edge/Fog layer enables multi-criteria decision-making 
and dynamic load balancing, while the Cloud layer handles complex analytics tasks, long-term storage, and 
ML model training. 

 
Style Advantages Disadvantages When to use 

Distributed (IoT–
Edge/Fog–
Cloud) 

Scalability; reduced 
latency; load 
distribution 

More complex coordination and 
synchronization between 
layers. Requires orchestration 
(k3s, Kubernetes) and KPI 
synchronization across layers. 

Heterogeneous 
environments; when 
both fast local responses 
and global optimization 
are needed 

Centralized on a 
single device 
(“QoS 
controller”) 

Simple maintenance 
and auditing; less code 
on IoT/Edge devices 

Higher latency; limited 
scalability. Single point of 
failure—mitigated by 
redundant controllers. 

Small and medium-sized 
systems; pilot projects; 
stable network 
environments 

Multiple 
controllers with 
identical roles 
(sharding) 

Scalability; resilience; 
fault isolation 

Uneven load; service migration 
requires additional 
mechanisms. Requires load 
balancing and migration 
mechanisms (Consul, Raft). 

Large-scale systems with 
many devices and 
services; massive IoT 
(smart cities, 
transportation) 

Hierarchical 
model (local–
regional–
central) 

Low latency at local 
level; global 
optimization; 
robustness against 
network interruptions 

More complex coordination; 
need for clear priority rules. 
Requires clear division of 
responsibilities and 
coordination protocols. 

Distributed systems 
(Industry 4.0, smart 
factories, energy sector) 

Table 2. Architectural styles for implementing the QoS-aware mechanism 

This distribution of tasks and technologies ensures that the proposed mechanism is flexible and adaptable to 
various scenarios, confirming that the proposed framework is not merely a theoretical model, but also 
practically applicable in real IoT environments. The proposed architectural styles largely overlap with 
traditional architectural styles used in software system architecture and design. Most of styles are sufficiently 
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adaptable for use across different IoT domains. Regardless of which style is applied, the key requirement lies 
in the identification of the quality attributes it should support, such as programmability, maintainability, and 
security. However, the choice of style must also reflect the specific needs of particular industrial applications 
in which it is deployed. 

Finally, an additional requirement for selection and implementation of  a certain architectural style 
depends on the requirement for dynamic service allocation that optimizes the selected QoS parameters. In 
this particular case the emphasis is on the total execution time of IoT services and the total energy consumed 
by the IoT device during service execution. 

8. Conclusion and future research 
Optimal service and resource allocation within layered IoT architectures remains one of the key challenges in 
achieving the desired Quality of Service (QoS) under heterogeneous computational and communication 
conditions. This paper analyzed the fundamental principles of integrating IoT devices with Edge, Fog, and 
Cloud infrastructures and proposed a QoS-aware decision-making framework for intelligent service allocation 
across different architectural layers. The framework combines QoS profiling, KPI-based evaluation, utility 
functions, and multi-criteria decision-making principles to support both static and dynamic service allocation 
strategies. 

The proposed framework formalizes the service allocation process through the definition of key 
performance indicators, QoS profiles, and adaptive decision-making mechanisms capable of balancing 
multiple and often conflicting objectives. Unlike approaches that rely on computationally intensive 
optimization algorithms, the proposed solution provides a lightweight and flexible decision-making 
mechanism that can be implemented in heterogeneous IoT environments while maintaining low 
computational overhead. Furthermore, the framework is not limited to a specific optimization technique and 
can be integrated with advanced decision-support approaches, including machine learning and AI-based 
mechanisms. 
To demonstrate its applicability, the framework was evaluated through a smart transportation use case 
involving multiple service allocation scenarios across CRU, Fog, and Cloud infrastructures. The results showed 
that different allocation strategies exhibit distinct trade-offs between service execution latency, energy 
consumption, throughput, and network coverage. The utility-based evaluation further demonstrated that the 
preferred service allocation strategy depends not only on current operating conditions but also on the relative 
importance assigned to individual QoS criteria. These findings confirm the necessity of multi-criteria decision-
making and validate the ability of the proposed framework to support adaptive and context-aware service 
allocation in layered IoT environments. The proposed framework therefore provides both a conceptual 
foundation and a practical methodology for QoS-aware service allocation in next-generation IoT systems. Its 
modular design allows adaptation to different application domains, communication technologies, and 
deployment architectures, making it suitable for a wide range of smart-city, transportation, industrial, and 
cyber-physical system applications. 

Future research should focus on the identification of application-specific QoS profiles and KPI weighting 
factors, the implementation and validation of the framework in simulation and real-world environments with 
real-time KPI monitoring, the investigation of dynamic service migration between CRU, Fog/Edge, and Cloud 
layers, and the evaluation of the framework in emerging communication environments including 5G, network 
slicing, and future 6G-enabled IoT architectures. 

Overall, this research establishes a foundation for QoS-aware decision-making in layered IoT systems 
and provides a flexible framework that can support the development of intelligent, scalable, reliable, and 
resource-efficient IoT services capable of adapting to evolving operational requirements and technological 
environments. 
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